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Section 6 — Unique Capabilities and Requirements

SECTION 6
UNIQUE CAPABILITIES AND REQUIREMENTS

Section 6 contains requirements that are uniquefdoyed (Tactical) systems in Section 6.1
and Classified systems in Section 6.2. The uniggairements are modifications to, or
additions to, the overall requirements definedect®n 5, Unified Capabilities Product
Requirements.
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Section 6.1 — Unique Deployed Requirements

6.1 UNIQUE DEPLOYED (TACTICAL) REQUIREMENTS
6.1.1 Introduction

This section defines unique Deployed (Tacticalumsments. Section 5.1, Requirements
Categories and Language, provides the generalitiefiof requirements terminology used.
Deployed (Tactical) requirements that are commdfixed requirements for DVX systems are
set forth in UCR 2008, Section 5.2, Circuit-Switdi@apabilities and Features.

This section was created by the Executive AgenT faater Joint Tactical Networks (EA-TJTN)
to identify the Tactical requirements in consonawdb responsibilities assigned by ASD(NII).
In addition, the U.S. Military Communications-Elewtics Board (MCEB) tasked the Theater
Joint Tactical Networks Configuration Control Bodfid TNCCB) to develop Tactical
interoperability requirements as certification erié for joint networked-communications
systems. In pursuing acquisition initiatives, CONI¥) military services, and defense agencies
shall use this section as a guideline for the pageltof COTS equipment, as well as for the
development of systems that need to interface mhoged networks. The Tactical networked-
communications community of the DoD shall adherthi® section to comply with DODI
8100.3, “DOD Voice Networks.”

6.1.1.1 Purpose

This section defines the unique Deployed requirdmtrat are not contained in UCR 2008,
Section 5.2, Circuit-Switched Capabilities and Eezd, and the Fixed requirements that need to
be modified to support Deployed users. This saatansolidates interoperability certification
requirements to the maximum extent possible anorporates them as part of requirements for
the overarching GIG in support of network-centrigrfare. This section provides guidance for
satisfying the certification requirements for Dgmd voice systems used as part of an
Operational Area Network (OAN), which is the depdyextension of the GIG. This section
also defines other UCR elements applicable to thgl@yed community, and serves as a ready
reference to be used by the JITC when writing teplByed annex to the Generic Switch Test
Plan (GSTP).

6.1.1.2  Applicability

The requirements described in this section appNEs, LANs when used in Deployed
(Tactical) environmentsrdDeployed Cellular Voice Exchange (DCVX) Systerasd LSCs |
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6.1.1.3 Definitions

Definitions and Acronyms are provided in AppendixD¥efinitions, Abbreviations and
Acronyms, and References.

6.1.2 Circuit-Switched-Based Deployable Network Begns and
Components

Circuit-Switched-based deployable requirementdafimed in UCR 2008, Sections 6.1.2 and
6.1.3.

6.1.3 Deployed Voice Quality

The desired objective for Deployed voice qualitamsMOS of 4.0 or greater, but it is realized
that the network may operate under less than meaditions. The requirements provided in the
following paragraphs are the minimally acceptatakigs under the conditions specified. The
MOS calculation will assume the use of G.729 wibhn2s samples for the purpose of SLAs.

6.1.4 Deployed -NE General Requirements

Fhis-content-hasbeen-meovedaployed NE General Requirements are foun8ention 5.9.

6.1.5 Deployed LANs
6.1.5.1 Overview

Tactical Operations Centers (TOCs) and other depl@nclaves operate under austere
conditions, rely on a Deployed power supply/griggd anay be restrictive in the size, weight, and
packing requirements. The Deployed LAN and th&kbane and transmission components
operate from the same Deployed power source. elttiemely difficult to approach the
availability and power backup requirements mandatethe Fixed infrastructure with its
commercial-grade power supply and r fixed operagingronment.

The ASLAN requirements defined in Section 5.3.1suxed Services Local Area Network
Infrastructure, represent the optimal LAN desigd 8eployed users are encouraged to
implement their requirements whenever possiblewéi@r, operational realities often preclude
the deployment of highly redundant components aaltiphe backup power sources.
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6.1.6 DCVX System Requirements
6.1.6.1  Introduction and Purpose

The following sections describe the requiremenrds shall be met by all deployed DCVX
systems for them to be certified and used in th&@Ar of the Global GIG. Requirements are
defined at the system level as well as for theousmricomponents that make up the cellular
system, including protocol requirements. The DC¥4 cellular system with MUFs, and
therefore, is not the same as commercially depldgelile Cellular Systems (MCS).

It is recognized that not all components may bealaddor a specific application. The
requirements discussed in this section are sirtolénose for the SMEO, DVX, or PBX1 (See
UCR 2008 Section 5.2) and dependent on the neteariguration and specific authorized
gateway connection.

6.1.6.2  Applicability
The requirements within this section are applicablthe following:

e All DCVX systems that connect directly or indirgctb the DISN voice
systems including the DSN, DRSN Secure Phone Gaevead/or commercial
PSTN.

e Procured or leased cellular systems that connesntydISN service gateway.
Commercial cellular services are not allowed tetenected to DISN service
gateways.

e Procured or leased cellular systems using leadedazdrequencies that
connect to any DISN service gateway.

The current version of the UCR is the governingunegments document that takes precedence
over the explicit or implicit requirements of sutlisry or reference documents, standards, and
specifications. In the event of a conflict, thelkoit requirements of the UCRake precedence |
over the explicit or implicit requirements of anther requirements document except for those
requirements specified in the documents liste8dntion 6.1.6.3Policy and Reference
Documents.

6.1.6.3  Policy and Reference Documents

The following policy and instruction documentsconjunction with the current version of the
UCR, will be used as the basis for APL certificatio
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1. Policy for the use of commercial wireless desj@ervices, and technologies in the DoD
GIG, as outlined in DODD 8100.2. This directivether promotes joint interoperability
using open standards throughout DoD for commevdialess services, devices, and
technological implementations.

2. “Wireless Priority Service (WPS) Industry Reguirents for the Full Operating Capability
(FOC) for CDMA-Based Systems — Home Location Regi@tiLR),” Issue 1, 04 June
2004.

3. “Wireless Priority Service (WPS) Industry Reguirents for the Full Operating Capability
(FOC) for GSM-Based Systems,” Issue 2, January 2004

4. 3G TS 24.067 V3.0.0 (1999-05), 3rd Generatiotneeship Project; Technical
Specification Group core Network; enhanced MLPPLPHM) — Stage 3.

6.1.6.4 DCVX System Overview

The DCVX systems provide wireless mobile commumaceservices with MUFs and draw their
Strategic services by means of approved DoD awtbdmgateway switching systems only. The
DCVX can be connected to a DVX-C or connected diy¢o the DSN via Deployed
communications as described in CJCSM 6231.01b. DB¥X systems also may be
interconnected with other cellular telephone systesrcluding commercial systems unless the
commercial system is procured or leased for Do@esand is operating in isolated mode from
other commercial cellular systems. The DCVX alsayrne connected to both the DSN and the
systems described previously simultaneously to BR2E, such as MLPP.

When placed in a joint Deployed environment, thevDXQvill have the capability to connect to
DSN and between other DCVXs and DVXs, via Tacti@ate, using UCR-defined protocols
such as ISDN PRI, MLPP PRI (T1.619a), and/or CCB7e CCS7 over IP using IETF
SIGTRAN may be used only in connecting DCVXs togethn DoD IP networks within the
Tactical OAN. However, only ISDN PRI may connexthhe commercial PSTN and/or other
non-Government networks. A DCVX system also magdrgigured to interconnect at the
network transmission level with other DCVX systaim@rovide roaming capability outside the
local home base cellular network for supported teatrdevices.

Cellular terminal devices, often referred to as neofubscribers cellular handsets, PDASs,
“blackberries,” and any other user cellular endhitgevices, commercial or Government
developed, may connect to commercial cellular systeshen operating outside the transmission
range of the DCVX.

Additionally, the cellular terminal devices may leawe capability to interface with other
wireless networks (IEEE 802.11 and IEEE 802.16)@rdmercial cellular service when not

1518



DoD UCR 2010
Section 6.1 — Unique Deployed Requirements

supported by a DCVX. Actual employment of this itiddal cellular terminal device capability
will be by command approval only, in the OAN.

6.1.6.41 DCVX Components

The DCVX is comprised of three major componentwitltiple subcomponents and/or
devices:

e Terminal device(s)
— Cellular or mobile handset
- PDA
— “Blackberry”
— Government-developed terminal
— Other commercial cellular devices

e Base Station Subsystem (BSS)
— Base Transceiver Station (BTS)
— Base Station Controller (BSC)
— Cell tower(s) with radio transceiver(s)

e Deployed Mobile Switching Center (DMSC)
— Mobile Switching Office (MSO)
— Home Location Register (HLR)
— Visitor Location Register (VLR)
— Authentication Center (AUC)
— Equipment Identity Register (EIR)

6.1.6.5 DCVX Operation

The DCVX functions and provides mobile cellulangegs similar to standard commercial
cellular systems with the addition of MUFs. lbigsed on a two-way cellular radio system that
interconnects cell phones with other cell phoneklandline stations. When used, the DCVX
will provide full mobile cellular coverage in desigted deployed environments; this includes
training, exercise, and operational missions witb@COM AORs or specific geographic areas.
User voice, data, and related communications viaitel devices will be similar to landline
wired DSN or commercial services. Except for theerent characteristics of radio transmission,
basic service features between the two systemdedimilar and transparent to the users. After
full mature architectural implementation, the DCMMI function as a wireless adjunct and
extension of the joint OAN tier of the GIG. Thdléaving configurations, illustrated iRigure
6.1.6-1 Deployed Cellular Voice Exchange Generic Destgfine the operational deployment
options of a DCVX.
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6.1.6.5.1  Subtended Deployment Connection

For a “subtended deployed connection,” the DCVX wily interface with DSN voice services
using an existing authorized gateway switch, i ¥XBC, to connect to the Tactical transport
network, with the one or more of the following irfeees:

e ISDN PRI (T1/E1)
e MLPP ISDN PRI (T1/E1]Conditional]

6.1.6.5.2  Direct DSN Deployment Connection

For a direct DSN connection, the DCVX will use tdéect connection” configuration to the
Tactical transport network with one or more of thiowing interfaces:

ISDN PRI (T1/E1)

MLPP ISDN PRI (T1/E1]Conditional]

CCS7 [Conditional]

IP AS-SIP (signaling and associated bearer chafi@ehditional]

The DCVX can directly connect to the DSN by eitl&M or IP, but not both simultaneously.
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DCVX DSN Connection & Tactical Cellular Roaming
(Direct Connect & Subtended)

IP
TDM
AUC - Authentication Center
EIR — Equipment Identity Register
BSS — Base Station Subsystem
HLR - Home Location Register
MFS - Multi-Function Switch
MFSS - Multi-Function Softswitch
MSO - Mobile Switching Office
VLR - Visitor Location Register

MFSS STRATEGIC AREA CODE
L TDM
-~
e 4 10
DSN VolP = _ @ @
Phone AS-SIP . om

| — —l Teleport /STEP ‘
| ! TACTICAL: TDM|TACTICAL |

AREA AREA [
: CODE #1 CODE #2 |

AS-SIP :
‘ ".__._.'J:TI._. 7 Tactical - 2 ?P:_l_ — oo |
| eMLPPI SIGTRAN- Transport " gigTran | | 1 | eMLPP
| MSO/AUC/ ‘ | é\fsc()\/;}t_ia)

EIR (Home) ! DM 1sitor

| | DVX-C [TDM |
| lip | P
|
|
|

ISDN PRI (T1/E1)

g Terminal Device

(TDM Subtended
DCVX to DVX-C)

o

Q Media Gateway

Time Division Multiplexed (TDM
ISDN PRI - ANSI T1.619, and ITU Q.955.3
MLPP Pri- ANSI T1.619a & ITU Q.735.3
CCS7 - ANSI T1.100 Series

Internet Protocol (IP)
AS-SIP - Assured Service-SIP
SIGTRAN — IETF RFC 2719+ (OAN Only)

6.1.6.5.3

eMLPP- enhanced Multi-Level Precedence and Pre-emption

*Note: DCVX can connect either via TDM or IP to the DSN, but not both simultaneously.
Only ISDN PRI connections allowed to PSTN and/or Non-Government Networks.

Figure 6.1.6-1. Deployed Cellular Voice Exchangedheric Design

Networked DCVX Deployment

When a DCVX is deployed in a networked DCVX configtion, a large deployed unit or

multiple deployed units within the Tactical

OAN miag connected with one or more HLR

routing tables configured to support cellular teratidevice roaming capabilities per the

interconnections previously described.
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For networked DCVXs within the Tactical OAN in sugpof terminal device roaming
capability, the DCVX configuration to the Deploygdnsport network will be with one or more
of the following interfaces:

ISDN PRI (T1/E1)

MLPP ISDN PRI (T1/E1JConditional]

CCS7 [Conditional]

IP AS-SIP (signaling and associated bearer chaf@ehditional]
SIGTRAN (CCS7 over IP)Conditional]

The extent of terminal device roaming capabilityl wepend on the number and type of
interconnections made between the DCVXs withinTthetical OAN and switch lookup routing
table updates in the DCVXs themselves.

For all connection variations, the DVCX will connég the PSTN and/or other non-Government
networks via TDM ISDN PRI (T1/E1) only.

6.1.6.54  Sandalone DCVX Deployment

When a DCVX is used in standalone configuratior,dhly area served is a deployed unit

establishing a Joint Task Force (JTF) and its contmeontrol, communications, and computers
(C4) infrastructure. There is no DSN or PSTN as@ sl no roaming beyond the deployed local
network unit cell towers of its area of operatidrhe DCVX operates solely in an isolated mode.

6.1.6.6  General Description of Cellular Mobile Features and Technologies

6.1.6.6.1  Priority Access Service/\Wireless Priority Service

Priority access service provides the logical mdanauthorized mobile users to queue to the
front and obtain priority access to the next alddachannel in a wireless call path. The goal of
the WPS is to provide an E2E OAN-wide wireless fiiyacommunications capability to key
military personnel during natural or man-made devgs The WPS is an enhancement to basic
cellular service. The full WPS capability can pgdevpriority handling from mobile call
origination, through the network, and all the wayhe call destination.

The WPS is invoked by keying a special access nu(iBé2) before the destination number on
cellular instruments that have been classmarketh®oWPS feature. A WPS user may be
assigned one of five priority levels (i.e., 1, 243or 5), with “1” being the highest priority lel
and “5” being the lowest. Each priority level heser-qualifying criteria that may track that for
MLPP in DSN.
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When a WPS call is queued for a radio traffic cleyinom a cellular user, and no channel is
available, the call is queued according to (1)Higlest Priority Access Service (PAS) priority
first, and (2) queue entry time (i.e., earliest Giedt) within the same priority. If the queuerfo
the call sector is full and the caller’s priorigydetermined to be higher than the level of the
lowest priority caller in the queue, then the nresent WPS entry shall be removed, with the
new WPS call request queued in accordance witar(d)(2), above.

6.1.6.6.2 DoD Global Systemfor Mobile Cellular Band

The dedicated DoD Global System for Mobile (GSMpdb& from 1755 MHz to 1835 MHz,
which is a subset of the commercial DCS-1800 baftte remaining Government-owned
frequency ranges are 1755 MHz to 1785 MHz for thiénls and 1805 MHz to 1850 MHz for the
downlink. There are no non-DoD regulatory chalkeshgssociated with the use of the GSM
band. The band has been approved for exclusive iBeland is not authorized for use by any
other entity. This band will be used for both wand data applications to support unique DoD
requirements.

The band benefits are only effective in a CONUSremvnent; however, the DoD GSM may be
used OCONUS with specific host country(s) authaimra The normal DoD frequency
allocation process shall be followed to allow sgstaperation within this band, and CC/S/A
planners must ensure that an alternative solusi@vailable before deployment as part of the
planning process.

6.1.6.6.3  Precedence and Preemption

Precedence and preemption can only be implementadoD network. This service has two
parts: precedence and preemption. Precedenclr@svassigning a priority level to a call
(wireless or wired). Preemption involves the sgjaof a communications channel that is in use
by a lower precedence level caller, in the absehea idle channel. In the DCVX, the
Precedence and Preemption capability is conditioRaécedence and preemption may be
provided by enacting eMLPP or a vendor proprietamngion that performs precedence and
preemption in the DCVX between the terminal dend the cellular switch. The eMLPP is a
cellular version of MLPP. In either version, prdeace will be invoked by keying defined digits
before dialing the destination number on cellufstiuments that have been classmarked for this
service. Precedence will function jointly in comdiion with WPS and will perform E2E as an
adjunct to regular MLPP service on the wired DSfwever, in either of the provided versions,
if available in the DCVX, eMLPP or vendor propristathe connection to the DSN will be
MLPP PRI (T1.619a) and/or CCS7 or AS-SIP.

Mobile systems, as currently designed, provide gimam of seven priority levels. The two
highest levels (A and B) are reserved for netwatkrnal use, (e.g., for emergency calls or the
network-related service configurations for specifdice broadcast or voice group call services).
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The second highest level (B) can be used for nétwibernal use or optionally, depending on
regional requirements, for subscription. These levels (A and B) can only be used locally,
that is, in the domain of one DCVX. The other fpr#ority levels are offered for subscription
and can be applied globally (e.g., on interswitcimks) if supported by all related NEs, and for
interworking with ISDN networks providing the MLPRrvice. The seven eMLPP priority
levels and their respective mapping to MLPP ar@nddfas follows:

highest, for network internal use

for network internal use or, optionally, for subption
for subscription: FLASH-OVERRIDE

for subscription: FLASH

for subscription: IMMEDIATE

for subscription: PRIORITY

lowest, for subscription: ROUTINE

ARwWwNROWTm>

Levels A and B shall be mapped to level “0” forgpity treatment outside of the DCVX area in
which they are applied. The vendor-proprietarysieer will support the five precedence levels
as specified for DSN MLPP.

6.1.6.6.4  Code Division Multiple Access Mobile Systems

Mobile Code Division Multiple Access (CDMA) techrogly uses spread spectrum
telecommunications techniques in which a signahissmitted in a bandwidth considerably
greater than the frequency content of the origimarmation. The latest technology today is
based on third generation (3G) that allows highfastibandwidth, generically called Evolution-
Data Optimized (EVDO or EV-DO). This capabilitypports data usage of the terminal device
to allow data connections to DoD networks and fifawssible use of VolP softphone on
terminal devices when connected to commercial negsvior extension of DSN single number
presence.

6.1.6.6.5 GSM Communications Mobile Systems

Early technology for GSM allowed the use for Tim@iBion Multiple Access (TDMA)
technology. The TDMA allows several users to sliaeesame frequency. It is the most popular
standard for mobile phones in the world. The uibygof the GSM standard makes international
roaming very common with “roaming agreements” bemvemobile phone operators. The latest
GSM standard is based on an open standard thavéaped by the Third Generation
Partnership Project (3GPP).
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6.1.6.6.6  Secure Communications Interoperability Protocol

The SCIP is the NSA-approved secure voice andetateyption protocol used by DoD, U.S.
Government agencies, and civilian authorities. $dP is used by NATO and coalition
partners also to provide secure voice interopatgliietween the United States and authorized
foreign entities. Application of SCIP is descriiadietail within UCR 2008, Section 5.2.12.6,
DoD Secure Communications Devices.

6.1.6.7 DCVX Requirements Terminology

Requirements terminology is defined in Section&.General Requirement Language.
6.1.6.8 DCVX General Requirements

6.1.6.8.1 Coverageand Sgnaling Strength

[Required] The signal strength shall not be less than theeoti6SM and CDMA authorized
international standards and specifications. Th#M@8d CDMA technology are spectrum
based; therefore, GSM/CDMA band, coverage, signahgth, and power are the basis for
planned “Area of Support.” Environment, weatheography, topography, and adjacent
spectrums are elements that must be considered agmying the basis for Area of Support.
For testing purposes, the generic set of paramptesented ifable 6.1.6-1Current Cellular
Systems Parameters, shall be used for JITC catiiic either by testing and/or as determined
by JITC.

6.1.6.8.2  Protocol/Format
[Required] The DCVX shall support at least one or more effthilowing protocols:

GSM/GPRS (2.5G, 3G, 3GSM, GSM Edge)
WCDMA

CDMA2000

CDMA 1XRTT

UMTS

EVDO (or EV-DO)
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Table 6.1.6-1. Current Cellular Systems Parameters

DCVX (DMSC, BSS) GSM/GPRS

Bands

As provided by standards and/or DoD GSM CellulandBée.g., 450 MHz,
850MHz, 900MHz, and 1900 MHz)

Specification on
Coverage

As provided by standards (e.g., ITU-R 2.5G, 3G, BIGE&SM Edge
(www.itu.int/publications))

Distance Transmit/
Receive

Up to 25 miles depending on topology/man-made siras, and frequencies
also determine coverage parameters.

DCVX (DMSC, BSS) CDMA

Bands

As provided by standards (e.g., 450 MHz, 700 MHY) B1Hz, 850 MHz, 900
MHz, 1700 MHz, 1800 MHz, 1900 MHz, and 2100 MHZz)

Specification on
coverage

As provided by standards (e.g., Telecommunicatmus$try Association,
I1S95, 3GPP2, IMT-2000, CDMA 1XRTT, CDMA2000) (ww¥abnline.org)

Distance Transmit/
Receive

Up to 32 miles depending on topology/man-made &iras, and frequencies
also determine coverage parameters.

TERMINAL DEVICE

As provided by standards (CDMA/GSM) and/or DoD GSH#llular (e.g., 450

Bands MHz, 700 MHz, 800 MHz, 850 MHz, 900 MHz, 1700 MH8B00 MHz, 1900
MHz, and 2100 MHz)
CDMA Specification As provided by standards (e.g., CDMA(IS95), CDMAQOPCDMA 1XRTT

and CDMA 1xEVDOQO)

GSM Specification

As provided by standards (e.g., GSM (GSM 02.07 T&glec.(ver.7.1.0 Rel.
1998)), 2.5G, 3G, 3GSM, GSM Edge)

Distance Transmit/
Receive

Up to 8 miles depending on topology/man-made girest and frequencies
also determine coverage parameters.

6.1.6.8.3

MOS and Measuring Methodology

[Required] The DCVX shall support the minimum MOS scoresl@fined in Section 5.3.3,
Network Infrastructure End-to-End Performance Resuents, or better as measured in &n
minute interval using P.862 testing standard. Géeeline test environment shall be while
operating in an open air, clear obstruction, lifisite environment with the specific
requirements as outlined Trable 6.1.6-1 Based on the results, the estimated MOS periocsna
range will be extrapolated and provided in the wendDC based on the Base Station Antenna

operating at or near full power mode and, at ammimn, operating height of 80 feet. The values

provided in the vendor LOC will be included in tAPL report. Refer t&ection 6.1.6.14
Submission of Wireless Systems to UCCO for DSN @gtion Request, concerning guidelines
on submitting the cellular engineering analysiskpge.
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6.1.6.84  Availability

[Required] The DCVX shall have an availability of 99.99 pemt; which includes scheduled
maintenance.

6.1.6.85 Encryption

[Required] The DCVX must provide appropriate radio and nekncansport bandwidth to
support secure calls via SCIP, other NSA-accreditestyption scheme(s), and/or other required
accredited encryption schemes as defined in theopppte STIGs for cellular to support
terminal device encryption requirementsSection 6.1.6.9.4Terminal Device Encryption.

[Required] The DCVX shall support SCIP, other NSA-accredeedryption scheme(s), and/or
required accredited encryption schemes as defm#uki appropriate STIGs for cellular. The
STIG-required encryption shall be provided to sedbe wireless call, as a minimum, if SCIP
and/or other NSA-accredited encryption schemes@atr@rovided. The DCVX that supports
SCIP (a.k.a. terminal device) will be required tosgcure E2E with another SCIP Phone and/or
via a SCIP Gateway if AS-SIP is used while the DC30fports the establishment and
maintaining of the secure call.

[Conditional] The DCVX may have the capability to provide secBCIP gateway functions.

6.1.6.8.6  Calling Features

6.1.6.8.6.1 Call Waiting Feature Requirement

The CW feature interacts with MLPP. If a precedeand preemption capability is available in
the DCVX, the MLPP interactions must meet the reguents described fdection 6.1.6.8.10,1
Precedence Call Waiting. Call Waiting is a featwhere a line in the talking state is alerted by
a CW tone when another call is attempting to cotepie that line. A CW tone is only audible
to the line with the CW feature activated.

[Required] The CW feature shall generate a CW tone onlytdedo the line with the CW
feature activated.

[Required] The Cancel CW feature is required when CW isvactiThe user must be able to
cancel the CW service. Cancel CW is a featuredlaivs the user with CW service to inhibit
the operation of CW for one call. The user diaks €ancel CW code, obtains recall dial tone,
and places a call normally. During this call, @& service shall be inactive so that anyone
calling the CW user shall receive the normal busgtment, and no CW tones shall interrupt the
user’s call.
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6.1.6.8.6.2 Three-Way Calling Requirement

The TWC feature interacts with MLPP. If a precemeand preemption capability is provided in
the DCVX, the MLPP interactions must meet the reguents described fdection 6.1.6.8.10,2
Precedence TWC.

[Conditional] The TWC is a feature that allows a station inttiking state to add a third party
to the call without operator assistance. To athdrd party to the call, the TWC customer places
the other party on hold, receives recall dial tatials the third party’s telephone number, and
then takes the first line off hold to establish TMYC connection. This may occur any time after
the completion of dialing the second number joirtimg TWC. After the TWC connection has
been established, the customer with the serviceatet! may disconnect the last party added. The
customer with the service activated may terminage®WC call by disconnecting. If either of

the other two parties hangs up while the servit¢erating customer remains off-hook, the TWC
is returned to a two-party connection between émeaining parties.

[Conditional] The terminal device may support signaling tovallo/N C.

6.1.6.8.6.3 Conference Calling

The Conference Calling feature is conditional bseatinteracts with MLPP. If a precedence
and preemption and conference calling capabilgresprovided in the DCVX, the MLPP

interactions must meet the requirements descrin&e¢tion 6.1.6.8.10,FPrecedence
Conference Calling.

[Conditional] This feature allows the user to establish a genige call involving up to six
conferees (including the user). This feature (gested via an access code.

[Conditional] The terminal device may support signaling towaltmnference calling.

6.1.6.8.7 Roaming

[Conditional] The DCVX system may only support roaming to onemore DCVXs within the
Tactical OAN. Network connections with commerdaallular systems in support of roaming are
not allowed. Roaming shall meet the Global Bloeckri¥bering Plan (GBNP) requirements, as
specified for the DVX-C irgection 6.1.3.3Deployed(Tactical) Routing and Numbering.
6.1.6.8.8  Precedence and Preemption

The DCVX may support preemption and precedenceruthédollowing conditions:
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1. [Conditional] The DCVX may support the cellular version of ML,RBlled eMLPP,
and/or a proprietary methodology. When precedendepreemption are available, the
TDM interface to the DSN network and/or the supipgrDVX-C shall support MLPP PRI
and/or CCS7 as describedSection 6.1.6.11.5,MSO MLPP Trunks and Interfaces.

2. [Conditional] The DCVX will support a preemption and precedecegeability under one
or more of the following conditions.

a. The DCVX supports GSM in the DoD GSM cellulanthas described iBection
6.1.6.6.2 DoD GSM Cellular Band.

b. The DCVX supports the use of leased cellulagydemcy in one of the bands and
protocol(s) listed imable 6.1.6-1Current Cellular Systems Parameters.

c. The DCVX supports one or more of the cellulandsand protocol(s), as described
in Table 6.1.6-1Current Cellular Systems Parameters, in an OCOB&onment,
where the local Forces-Status Agreement allows eRdpfprietary version
operation.

d. The DCVX supports one or more of the cellulandsand protocol(s), as described
in Table 6.1.6-1Current Cellular Systems Parameters, dependetieooperational
environment and usage of cellular frequencies abbtwy local and/or national
civilian authorities.

6.1.6.8.9  Precedence Capability Terminal Device Activation/Deactivation

[Conditional] If a precedence and preemption capability is gk in the DCVX, the DCVX
may be capable of providing any supported terndeaice the user’'s Precedence Class Table
Assigned features for providing said features #términal device based on the user entering a
specified PIN number on same said terminal devidee DCVX will assign to the terminal
device all the user’s precedence capability asnddfin the switches class features table(s). This
will allow the user to make precedence calls fraffecent terminal devices other than the one
assigned or provided to the user. Additionallg, pnecedence features assigned to that active
terminal device can be turned off by re-enterirggghme or different PIN number on the said
terminal device. The precedence capability ussstszation/deactivation PIN number may be
stored in the DCVX or in another database accesbipthe DCVX to validate the user’'s PIN
number(s) associated with the user’s precedencbddp. The user’s precedence activation or
deactivation PIN number may be assigned and/oragttable after given an initial assigned PIN
number.
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6.1.6.8.10 Precedence and Preemption Calling Features

[Conditional] If a precedence and preemption capability is gk in the DCVX, then under
the following calling features, once a higher poeece call has been connected to the terminal
device and the higher precedence call is in pregtes calling party of lower precedence will
receive a notification that the lower precedendkeveas rejected.

6.1.6.8.10.1 Precedence CW

[Conditional] The following Precedence CW treatments shallyafipprecedence levels of
priority and above if the Precedence and Preempgtpability is provided in the DCVX.

6.1.6.8.10.1.1 Busy with Higher Precedence Call

[Required] If the precedence level of the incoming call is éowthan the existing MLPP call,
precedence CW shall be invoked. In an active idhge incoming call is priority precedence or
above, the precedence CW tone shall be applidtetodlled party.

6.1.6.8.10.1.2 Busy with Equal Precedence Call

[Required] The DCVX shall provide the precedence CW sigadhe called station. The
DCVX shall apply this signal regardless of othewsgrammed features, such as call forwarding
on busy or caller ID. The called station shalbb& to place the current active call on hold, or
disconnect the current active call and answerrtbeming call.

6.1.6.8.10.1.3 Busy with Lower Precedence Call

[Required] The DCVX shall preempt the active call. Thesethusy station shall receive
continuous preemption tone until an on-hook sigheatceived and the other party shall receive
preemption tone for a minimum of three secondgerAhe current call is terminated and the
terminal device is idle, the station to which tlieqedence call is directed shall be provided
precedence notification, described in UCR 2008ti8e&.2, Circuit-Switched Capabilities and
Features, or comparable vibration cadence. Thiestshall be connected to the preempting call
after going off-hook.

6.1.6.8.10.1.4 No Answer
[Required] If, after receiving the precedence CW signal,libsy called station does not answer

the incoming DSN call within the maximum programntiedge interval, the switch shall treat the
call in accordance with UCR 2008, Section 5.2.Rrgcedence Call Diversion.
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6.1.6.8.10.2 Precedence TWC

[Conditional] If precedence and preemption and TWC are providedd DCVX, the
following TWC requirements apply:

1.

[Required] In TWC, each call shall have its own precedencelleWhen a TWC is
established, each connection shall maintain itgasd precedence level. Each connection
of a call resulting from a split operation shallimain the precedence level that it was
assigned upon being added to the TWC.

[Required] The DCVX shall class mark the originator of th& T at the highest
precedence level of the two segments of the daloming calls to lines participating in
TWC that have a higher precedence than the higiteedwo segments shall preempt
unless the call is marked non-preempt able.

[Required] When a higher precedence call is placed to aeyobthe TWC participants,
that participant receives the preemption tone. dther two parties shall receive a
conference disconnect tone. This tone indicatésemther parties that one of the other
TWC participants is being preempted.

[Required] Ina TWC call where each connection is estabtisitea different precedence
level, the precedence level of the participant wintated the TWC call shall be assigned
the highest precedence of the two connections.

6.1.6.8.10.3 Precedence Conference Calling

[Conditional] If precedence and preemption and conference calliagrovided in the DCVX,
then the following precedence conference callimgirement is required:

1.

[Required] All addresses shall be processed at a precedevaleslgual to that precedence
level dialed by the conference originator.

a. If all conference bridges are busy, ROUTINE pdance conference call attempts
shall be connected to “Line Busy” tone, and cdbm@ipts at precedence levels above
the ROUTINE precedence shall re-examine all confezdridges on a preemptive
basis.

b. A conference bridge that is busy at the lowegtll of precedence stored for all units
shall be preempted for a higher precedence cordereal.

1531



DoD UCR 2010
Section 6.1 — Unique Deployed Requirements

c. When a conference bridge is preempted, a 2-sdwarst of preemption tone shall be
provided to the conferees on the existing confexerithe existing connections to the
bridge shall be dropped, and the bridge shall senon-hook signal automatically to
the associated switch ports to permit the new cotoTes to be established.

d.  Where the requesting precedence level is equal lbwer than, the existing
conference, the connection shall be denied andalher shall be provided a BPA.

6.1.6.8.10.4 Voice Mail

The Voice Malil feature interacts with MLPP. If peglence and preemption capability and voice
mail are provided in the DCVX or voice mail addedieenally, the MLPP interactions must meet
the requirements described in UCR 2008, Sectior2 32Precedence Call Diversion.

[Conditional] The DCVX may provide ROUTINE calls only voice heapability for users.
Additional features such as message forwardingodéimels may be provided in addition to basic
voice mail capability provided they do not intedevith precedence and preemption if capability
is provided in the switch.

6.1.6.8.104.1 Precedence and Preemption Interaatiovith VVoice Mail

[Conditional] If precedence and preemption is provided in tka/B and voice mail capability
is provided internally to the DCVX or connectedegrially to the DCVX as an adjunct, the
following requirement applies:

[Required] The DCVX shall divert all precedence calls abo¥® R INE that are destined for
voice mail in accordance with UCR 2008, Sectionb2 Precedence Call Diversion.

6.1.6.8.11 Management Capabilities for Terminal Devices

[Required] The DCVX shall have the capability to managesitpported terminal devices as
published in its HLR so it can assign, transferteominate services, features, and calling
capability to include telephone numbers for itsrieral devices.

6.1.6.9  Terminal Device Specific Requirements

Cellular handsets often referred to as mobile gulbes, handsets, PDAS, “blackberries,” and
any other user cellular end item devices commecori@overnment developed, are herein
referred to as terminal devices. The terminal c&18 the interface between the user and the cell
network. The terminal device can be a handhelt amhounted mobile device, or a fixed
location device.
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6.1.6.9.1 Terminal Device Requirements
[Required] The terminal device shall provide the followirtgtas information to the network:

e Powered on

e Moved to a new location
e Alerting

e Dialing

[Required] The terminal device shall display the followirigtas information to the end user:

e Signal strength

e Battery capacity

e Roaming status

e Service not available
e Call progress status

[Conditional] The terminal device may have the ability to pdavkey-locking ability to lock

the terminal device’s keypad and unlock the keygféel providing the appropriate key
sequence/PIN number entries as provided by theorendhe terminal device. The lock and
unlock key sequence/PIN shall be settable by tke uBhere will be an administrator method
that can be vendor proprietary, which can unloektdrminal device, in case the user PIN is not
available or supplied.

[Conditional] The terminal device may have the capability fopsut WPS on commercial
networks and/or DoD networks where provided wheincoanected to and functioning on a
DoD precedence and preemption network.

[Required] Removable/Exchangeable SIM: The SIM card in cenunally available terminal
devices shall be removable and exchangeable ihtr stmilar commercially available terminal
devices compatible with the DCVX system (applicabla GSM-based system). This excludes
secure terminal devices and other terminal dewio¢seadily commercially available.

6.1.6.9.2 Terminal Device Sgnaling
[Required] The terminal device shall provide informatiorattow the DCVX to identify the

terminal device when the terminal device is powenedsuccessfully registered, and in active
call status.

1533



DoD UCR 2010

Section 6.1 — Unique Deployed Requirements

6.1.6.9.3 Terminal Device Frequency Band Support

A terminal device that supports more than one feegy band has a high connection and
reliability capacity.

[Conditional] A terminal device may support up to five frequebeands as specified ifable
6.1.6-1 Current Cellular Systems Parameters, for eactopobsupported isection 6.1.6.8,2
Protocol/Format.

[Conditional] The terminal device may also support roamingiatetconnecting with
commercial cellular networks when operating outsigetransmission range of the home based
DCVX and other supporting DCVXs interconnecteduport of roaming within the Tactical
OAN.

6.1.6.94  Terminal Device Encryption

[Required] If SCIP and/or other NSA-accredited encryptioa ianplemented in the terminal
device, the SCIP and/or other NSA-accredited ernmygapable terminal device shall have the
capability to go secure; to provide E2E encryptimanother secure cellular-capable terminal
device; and via the DCVX, to a non-cellular NSA mtion-capable device per the
requirements specified in Section 5.2.5 DoD Se@ammunications Devices. The SCIP and/or
other NSA-accredited encryption device shall previ#2E encryption within the DCVX, from
DCVX to DCVX (roaming) and from DCVX to external meorks such as DSN and/or PSTN.

[Conditional] The terminal device may support other non-NSAgrmn schemas, such as
AES encryption as used by the Government Emergéalgcommunications Service (GETS)
system.

6.1.6.9.5 Terminal Device Battery Requirements

[Required] The readily commercially available non-secureniaal device must have a battery
that shall provide as a minimum 6 days standby timrtetal and 3 hours non-secure talk time in
total but not both requirements sequentially onsiéi@e battery charge. The NSA encryption
secure terminal devices (e.g., PDA Secure Mobilranment Portable Electronic Device
(SME PED)) must provide their specified battery aadure/unsecure talk time. All other
terminal devices must provide their specified bgtend unsecure talk time and/or secure talk
time, if applicable.

[Required] The terminal device shall have battery auxilieapabilities when the primary
battery is removed/drained to ensure primary neétvaod user settings are not lost on the device
before a primary battery is installed/rechargedrtsure the terminal device is able to connect to
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the DCVX on power-up. Auxiliary battery shall prdg a minimum of 2 hours of power to
retain terminal device settings only.

6.1.6.9.6 Terminal Device Secure Call Handling

[Conditional] If the terminal device supports SCIP or other Ne®&redited encryption
scheme(s), the terminal device/DCVX system willyide Classified secure call handling
features, as defined Bection 6.1.4.8Secure Call Handling.

6.1.6.9.7 Terminal Device Display/Alerting Features
The terminal device shall have the following digpdend alerting features:

1. [Required] Power-On Status: When the terminal device isqred on, the display shall

indicate:

a. Signal strength

b. Remaining battery capacity

c. Active call status

d. HLR registration results (either success oufail

2. [Required] Routine Call Alerting: The idle, registered témal device shall provide or be
provided an auditory and/or visual display alertifcoming routine calls.

3. [Conditional] Precedence Call Alerting: The DCVX may be reggiito meet the eMLPP
functionalities specified i®ection 6.1.6.6,3recedence and Preemption. The eMLPP
references or uses a proprietary methodologyrelégdence and preemption capability is
provided, upon receiving a precedence call, the idlgistered terminal device will provide
or be provided precedence alert and/or tone natibo. Whether using eMLPP or
proprietary version, the terminal device shall esthe same alerting tone(s) for precedence
calls in accordance with eMLPP requirements. Unpatification, the user will have the
capability to select or reject the call of higheegedence.

6.1.6.10 Base Station Subsystem Specific Requirements

The BSS minimally consists of the BSC, base stat@amsceiver station(s), and the cell tower(s)
with radio transceiver(s).
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6.1.6.10.1 Sgnaling

[Required] The base transceiver for radio cells will deterenivhich channel to use for call
setup IAW the appropriate supported protocolsdisteSection 6.1.6.8,2Protocol/Format.

6.1.6.10.2 Strength

[Required] The base transceiver for radio cells will monitoe terminal device for signal
strength and transfer the terminal device to trenger cell when necessary IAW the appropriate
supported protocols listed Bection 6.1.6.8,2Protocol/Format.

6.1.6.10.3 Protocol/Format

[Required] The BSS shall support one or more of the protoestisd in the DCVX General
RequirementsSection 6.1.6.8,2Protocol/Format.

6.1.6.10.4 Coverage

[Required] For radio cellular, the BSC will assign the styest cell to the terminal device. The
coverage area this system will provide shall badcordance with the GSM/CDMA standards
and specifications in accordance wiiaible 6.1.6-1Current Cellular Systems Parameters, and
Section 6.1.6.8,2Protocol/Format. Actual coverage will be dependopology/man-made
structures, and frequencies.

6.1.6.10.5 Preemption

[Conditional] If precedence and preemption capability is provikheitie DCVX, then when
preemption for reuse occurs, the BSS must disakleld call but maintain the channel
assignment to the terminal device to allow theupedf the new call. In the event where there
are no idle channels and a precedence call isvesttethe BSC will find the lowest precedence
channel and preempt that channel to allow for igbdr level precedence call to be completed.

6.1.6.11 DMSC Specific Requirements

The DMSC will minimally consist of the MSO, a VLRUC, and EIR. The HLR does not need
to be a local component part of the DMSC but it isd necessary for the DMSC to access a
home location register to determine the attribofesny terminal device. Whether the HLR is
local with the DMSC or is remotely queried, the HisRa component of the DCVX under test.
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6.1.6.11.1 Visitor Location Register

[Required] The DMSC shall maintain a VLR to allow service tyyactive terminal device
operating in the area being served by the DCVX ithe¢gistered with the HLR. The VLR
knows which BSS is serving the active terminal devi

6.1.6.11.2 Home Location Register

[Required] The DMSC shall connect to a HLR to determinedttebutes of the terminal device
currently being served by the DCVX. The informatfovided by the HLR will tell the DMSC
where the terminal device is located. The HLR wdlicate the terminal device attributes and
status. The information on the terminal devicerfitbie HLR is stored in the VLR. The HLR
can be co-located with the DMSC or deployed renyotéhe local HLR may be queried by
vendor proprietary methodology. The remote HLR lpamueried using DMSC network trunk
interfaces of CCS7, MLPP PRI, or ISDN PRAdditionally, the local and/or remote HLR may
be queried using CCS7 over IP (SIGTRAN), or AS-SIP.

[Required] HLR Storage: The HLR must store and supportrmédion on each terminal
device registered to the network the HLR serves.

[Required] HLR Change and Propagation: The HLR must supgw@hges to the terminal
device information. Once the HLR receives the sugal change information the HLR, whether
local or remote from the DMSC, has 3 minutes tgpgate the change information to the VLR.
If the DCVX supports roaming, the HLR change musbd gropagate to the querying VLRSs.

[Conditional] Intra-DCVX Queries: If roaming capability is sagrted in the DCVX, the HLR
must support queries from other DCVXs using spedifirotocol methods for obtaining terminal
device information (e.g., CDMA- and GSM-based cge®)i

6.1.6.11.3 Equipment Identity Register

[Required] To validate terminal devices to prevent a compsechterminal device from
connecting to the cellular switch and obtain sesjan EIR capability must be provided and
integrated to work in conjunction with the Termiavice Authentication Center process (see
Section 6.1.6.11,4Terminal Device Authentication Center) to prevemnpromising the

DCVX.

6.1.6.11.4 Terminal Device Authentication Center

[Required] To authenticate terminal devices as valid terirdleaices associated with the
DCVX, the cellular switch will use standard cellutachniques, industry best practices, and/or
vendor proprietary processes integrated into thckw
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[Conditional] Terminal devices not assigned to the supportiftpl HLR (e.g., roaming
terminal devices) may be supported for authenticatia the industry standard(s) and/or
industry best practices for roaming authentication.

6.1.6.11.5 Mobile Switching Office Functions and Features
6.1.6.11.5.1 MSO MLPP Trunks and Interfaces

[Required] The MSO shall support one or more of the followirigM and/or IP trunks and
interfaces, but may not connect to the DSN netwatk both types (TDM, or IP)
simultaneously.

6.1.6.11.5.1.1 TDM Support
[Conditional] If TDM trunks are supported, then the following ueements apply as directed:

1. [Required] The MSO will minimally support ISDN PRI (T1/E13 @efined in UCR 2008,
Section 5.2, Table 5.2-1, Trunk Types and Signadlisgd in the DSN (including legacy
interfaces) for trunks that connect to the DSN/PSilithout MLPP capability.

2. [Conditional] If precedence and preemption capability is proviheithe DCVX, the
MSO will support one or more of the following:

a. MLPP PRI (ANSIT1.619a, and ITU Q.955.3 and G.3BEO Access trunk as a
minimum requirement. The MLPP PRI protocol wilhéorm to the requirements for
DSN trunks as defined in UCR 2008, Section 5.2 |§&k2-1, Trunk Types and
Signaling Used in the DSN, for trunks that conriedhe DSN with MLPP capability.

b. CCS7 for signaling and associated T1/E1 beawaks. The CCS7 shall be in
accordance with the SS7 requirements specifiedamtost current ANSI T1.100
series of standards and shall be capable of irteanking with ITU-T SS7 networks.
Exceptions to these standards are explicitly not€iCS7 requirements as listed in
UCR 2008, Section 5.2.4.6. Only those CCS7 remerds that differ from their
corresponding ANSI common channel signaling stashdaction are included in
UCR 2008, Section 5.2.4.6. CCS7 shall only connaddoD networks, not to the
PSTN and/or other non-Government networks.

3. [Conditional] The MSO may support TDM/CAS trunk IAW UCR 2008, &t 5.2,
Table 5.2-1, Trunk Types and Signaling Used inQ8N, for EO Access Trunks.
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4. [Conditional] The MSO may support CCS7 for signaling and assediT1/E1 bearer
trunks. The CCS7 shall be in accordance with thé equirements specified in the most
current ANSI T1.100 series of standards and sleatlapable of internetworking with ITU-
T SS7 networks. Exceptions to these standardexgiecitly noted in CCS7 requirements
as listed in UCR 2008, Section 5.2.4.6. Only thG§7 requirements that differ from
their corresponding ANSI common channel signalitagdard section are included in UCR
2008, Section 5.2.4.6. CCS7 shall only conneddoB networks, not to the PSTN and/or
other non-Government networks.

6.1.6.11.5.1.2 IP Trunking AS-SIP Support

[Conditional] If AS-SIP IP trunks are supported, then the DCV4lsbomply with the stated
requirements of an LSC, and if required, act atPaB2BUA for the terminal devices to meet
the El requirements in Section 5.3.2.

6.1.6.11.5.1.3 SIGTRAN

[Conditional] The MSO may support CCS7 over IP using SIGTRAdoordance with IETF
RFC 2719, architectural framework for signalinghjport and other associated supporting
RFCs. SIGTRAN shall be used only in connecting DS\ogether on DoD IP Networks within
the Tactical OAN in support of roaming capabilitydéor querying the local/remote HLR.
SIGTAN shall not connect to the PSTN and/or other-Government networks.

6.1.6.11.5.2 Non-MLPP Networks Support

[Conditional] The MSO may support ISDN PRI (T1/E1) non-MLPFkdior connecting to the
PSTN and/or other non-Government networks. TheN$RI protocol will conform to the
requirements for commercial trunks as defined iIrRBD08, Section 5.2, Table 5.2-1, Trunk
Types and Signaling Used in the DSN, for trunks doanect to non-DSN networks.

6.1.6.11.5.3 Call Handling

[Required] The MSO shall handle both intraswitch calls aalisdo and from the DSN, while
recognizing a powered on terminal device that comtesits area. The MSO shall also receive
information on the terminal device from the HLR atdre that information in the VLR. Secure
call handling shall be as stated3action 6.1.4.8Security.

6.1.6.12 Security

[Required] All components of the cellular system(s) shaletreecurity requirements, for each
supported mode, as outlined in DODI 8510.01 anchfipdicable STIG.
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6.1.6.13 DCVX Network Traffic Management Operating System

[Required] The DCVX switching systems shall provide NM datdahe administering NM
console via one of the three following physicaenfdces:

e Ethernet/ TCP/IP (IEEE 802.3)
e Serial (RS-232)/Asynchronous
e Serial/Synchronous (X.25 and/or BX.25 variant)

All NM data, and configurable features and funcsidimat are collected shall be, as a minimum,
accessible through one of these interfaces. ThéDi@ust provide four separate data channels.
They may be physically separate (e.g., four disfmysical interface points) or logically
separate (e.g., four user sessions through a ditlgernet interface). The data shall be
transmitted to the NM console in a way to allow $torage, recovery, and transfer of the
information to or from digital media storage, andatlow for printing and/or screen display

using methods, such as ASCII, binary, or hexaddaiiaiz.

The data channels shall be used for and must lablspf providing:

Alarm/log data

Performance data (e.g., traffic data)

Accounting data (e.g., CDR)

Switch access (to perform switch datafill admirastn and network controls)

6.1.6.14 Submission of Wireless Systemsto UCCO for DSN Connection
Request

[Required] The DCVX systems shall be engineered propertyabthe BSS and cellular
terminal devices achieve the required performaaqeairements in their specific deployed
environment. The user shall submit a network aeaiyd engineering performance analysis with
supporting calculations to meet minimum MOS perfance with the request for DSN
connection. For certification procedures, the UCLL®mittal shall include wireless security
compliancy as identified iBection 6.1.6.12Security.

6.1.7 Deployed Tactical Radio Requirements

The requirements discussed in this section refposd-2012 system deployments. This section
does not discuss transition between current sydeptoyments and the systems described
herein.
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6.1.7.1  Introduction and Purpose

The following sections describe the requiremerds shall be met by all deployed TRNs for
them to be certified and used in the OAN tier & @IG. Requirements are defined at the
system level as well as the various componentsniaée up the radio networks, including
protocol requirements. Several of these requirgsn&ilect changes described elsewhere in this
UCR. These will be indicated in the text.

The scope of this section is limited to push-t&-(&TT) TRNs. Future updates will address
radios that have the ability to dial directly tEN VolIP El.

6.1.7.2  Applicability

The requirements within this section are applicablall PTT-based TRNs that connect directly
or indirectly to the DISN VolIP services.

The current version of the UCK the governing requirements document that takesedence |
over the explicit or implicit requirements of sutlisry or reference documents, standards, and
specifications;-except for those requirements specified in the dwus listed irBection |
6.1.6.3 Policy and Reference Documents.

6.1.7.3  Policy and Reference Documents

The policy and instruction documents3ection 6.1.6.3vill, in conjunction with the UCR, be |
used as a basis for APL certification.

6.1.7.4  TRN System Overview

The TRNs provide wireless communication serviceh wiilitary-unique features. They differ
from commercial, standards-based cellular networkbkat individual radios within the TRN can
communicate with each other, without the need foase station, BSC, or constituent signaling
or interconnect equipment. The TRNs use multibased RF transmissions to enable a set of
radios using the same frequencies to communicdteesich other.

The lower portion oFigure 6.1.7-1TRN Connectivity, shows the architecture for siomal
TRN and how the TRN connects to the DISN UC-conmplgervice. This connection is
facilitated by a new UCR function, called the RaBridge Function (RBF). The RBF is a
component of a deployed LSC, or a component ofle naithin the TRN.

The upper portion ofigure 6.1.7-1shows elements of the UC-compliant network and
interconnects, as described elsewhere in this UCR.
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The TRN, also known as a “Voice Net” for this de@stion, is composed of Voice Net Segments.
Each Voice Net Segment is a group of radios, wharhmunicate on a common set of
frequencies. At least one radio in each Voice SEgment is designated as a Voice Net Access
Radio (VNAR).

[Conditional] A VNAR performs as many as three roles, dependmthe type of Voice Net.

It acts as a conventional radio to communicate wilter radios in its Voice Net Segment. If
there is more than one Voice Net Segment in a Ve the VNAR shall communicate with
VNARSs in the other Voice Net Segments using, wioatid be, a proprietary, packet-based radio
access network (RAN). At least one VNAR in a Voiet may also act as a UCR-compliant
(e.g., APL-listed) EI to enable voice communicasidietween the Voice Net and UCR-
compliant VolIP Els.
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Figure 6.1.7-1. TRN Connectivity

The methods and formats for VNAR communications ¢he RF links and the RAN depend on
the type of technology employed to create the Vbiee Some Voice Nets operate in multicast
PTT mode, where one party speaks and the othé&za.lig\ccess to the radio links is controlled
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by layer 2 access methods used by all radios iVtiee Net Segment, and by human protocols.
Communications is half-duplex by design or by ecdonent of human protocol. Other Voice
Nets support point-to-point communications initthtey one radio connecting to one or a few
designated radios using full duplex communicationbis version of the UCR is limited to
describing requirements for the support of PTT-as®ce networks.

Voice Net technology is not standardized. It isthe purpose of this UCR to create such
standards. The requirements in this UCR are didettiward the communications between a
VNAR and a UC-compliant voice El. The basic regmient is that a VNAR provide a
standardized El interface so that other Els camecinto the VNAR and become patrties to the
Voice Net. Figure 6.1.7-1, TRN Connectivity, shalwe VNAR connected directly to an
ASLAN. However, the VNAR could also connect via tRAN to a device that connects to an
ASLAN.

6.1.7.5  Functional Description

This section defines the requirements for VNAR U&npliance and requirements changes to
enable Strategic and deployed LSCs to supporidridiv between UCR-compliant Els and
VNARS.

Figure 6.1.7-2Functional Connectivity, provides an overviewtloé major functions necessary
to provide connectivity between VoIP Els and a TRFhis figure does not include the specifics
of how the functions connect to each other.

The flow, shown irFigure 6.1.7-2assumes that PTT signaling will be sent out-ofehaia the
LSCs using the concepts defined in RFC 4730. A#tvely, the PTT signaling could be sent
in-band, using the concepts defined in RFC 4783sukth case, the tone signals will be sent
along the bearer path between the EI (or a proxthi® El) and the RBF-.

The Els and LSCs connect over a UCR-compliant tiow, as indicated in Figure 6.1.7-1.

The Els and LSCs perform the functions definedtiese elements as described within this UCR
(see Section 4.4.1.1.2.2). In addition, the Ei$B8Cs shall be enhanced to support a new set of
AS-SIP signals that support PTT requirements fati¢al radios. LSCa and LSCb in Figure
6.1.7-2 support fixed Els. The deployed LSC (DL8Che figure supports deployed TRNs and
cellular networks as describedS$ection 6.1.6Deployed Cellular Voice Exchange System
Requirements, and for DLSC (TBD).
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DLSC: Deployed LSC

El: VOIP El

LSC: Local Session Controller
PTT: Push to Talk

RBF: Radio Bridge Function
REI; Radio end instrument
RF: VNAR RF interface

VM: VNAR Multicast interface

Current AS-SIP Signals
Bearer Traffic
PTT Signals

Figure 6.1.7-2. Functional Connectivity

The RBF provides connectivity between the Els dm@dRadio End Instrument (REI). Itis an
enhanced version of a conventional conference brigcribed in UCR 2008, Section 5.2.1.6.2.

The REI provides connectivity between the UCR-coamtldomain and the Voice Net. The
connection could require multiple router and switcips. The RBF and REI also connect to the
DISN IP voice network. The connection could befdNI. WAN, or a back plane (if the

functions are collocated in the same physical dgvic

The RBF could be a standalone appliance, or incatpd in a DLSC or incorporated in a
VNAR. The PTT function, associated with the RBRutates the PTT function of the TRN to
enable a conference participant to access the \'ete The codec function associated with the
RBF performs transcoding, as necessary, to enabtantransfer between the REI and the Els.
The REI is always located within a VNAR. The VNAd&Rconnected to an RF element, and
possibly a RAN.

The Els and REIls join a conference, which is dedit#o the Voice Net. The RBF provides
half-duplex, PTT access for the Els to the Voice¢ &l enables a conference participant to
speak to the Voice Net. AS-SIP is enhanced toigeo& new set of signaling functions that
support PTT access as describedable 6.1.7-1Control Information: VNAR to VolP EI, and
Table 6.1.7-2Control Information: VolP EIl to VNAR.
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Voice Net bearer traffic, shown as dotted lineEigure 6.1.7-2, flows between the REI and the
RBF where it is replicated for transmission to egtkhat has been admitted to the conference.
Bearer traffic flows from each El to the RBF. lengral, this traffic is blocked at the RBF. The
only exception is bearer traffic from an EI thas leeen granted access via the PTT function.

Current AS-SIP signaling traffic is shown as sdilres in Figure 6.1.7-2. The PTT signaling
traffic is shown as double lines in Figure 6.1.7Bbth types of signal traffic flow between an EI
and its Master LSC, from LSC to DLSC (possibly maltifunction softswitches (MFSSs),

which are not shown in the figure) to the RBF amelREI and in the reverse direction. The PTT
signaling traffic also flows in both directions iveen the RBF and the REI.

6.1.7.5.1 Radio Bridge Function

1. [Required: RBF] The system shall support three types of partitgm a “Meet-me
Bridge” Voice Net Conference (see UCR 2008, Sechi@il.6.2):

a. Conference participant — An individual who jothe Voice Net using VolP Els.
b.  VNAR participant — One or more VNARs connectedhe Voice Net.

c. Conference manager — A conference participant vas the authority to manage
certain features of the conference.

Each participant joins the conference by callingpia unique telephone number or URI
that is assigned to the conference. The RBF wilhésigned a unique IP address that
corresponds to its telephone number and URI.

2. [Required: RBF] The system shall lead the caller through an auitegian process using
voice messages. If the process determines ther ¢alhuthorized join the conference, the
system shall send a voice message informing therda/she is now a conference
participant and indicate the status of the confegerStatus shall include:

a. Conference is not yet available.
b. Conference has been terminated.

c. Conference is in process including the numbgranficipants, and an indication if the
VNAR is a participant.

3. [Required: RBF] If the authentication process determines that#tier is not
authorized, the system shall send a voice messémning the caller that he/she is not
eligible for the conference. If the caller does Imang up in a parameter-determined period
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of time, the system will terminate the call, whertlae parameter termination period shall
be determined using a configurable time-out parameith a time-out range of 0—60
seconds; default shall be set to 5 seconds.

4. [Required: RBF] The authentication process shall include a ppéit code, which
identifies the type of participant, and a log-ilo@ess suitable to the security level of the
conference.

5. [Required: RBF] The system shall perform the following functionsddition to those
described in UCR 2008, Section 5.2.1.6.2:

a. Inthe default mode a conference participaptased in a listen-only mode, wherein
the participant can only hear audio transmittediftbe VNAR.

b.  The system performs whatever codec transforms@oe necessary to ensure
compatible communications between the VNAR andBlse(see Section 6.1.7.5.4)

c. The system supports the PTT function define8antion6.1.7.5.3 Push-to-Talk
Functional Requirements. The PTT function will eresthat only one conference
participant can speak to the Voice Net at a timé, @anly when there is no other party
speaking on the Voice Net (see Section 6.1.7.5.3).

d. The conference manager has the ability to btwgkreempt any participant from
access to the Voice Net.

e. The conference manager has the ability to bildge&onference participants to each
other, so they can speak with each other. Thédnma&sulting from this bridging will
not be transmitted to the Voice Net.

f.  The conference manager has the ability to speaky or all of the conference
participants.

g. The conference manager has the ability to teataithe speaker/listener status of any
conference or VNAR participant.

6. [Required: RBF] The system shall operate as an AS-SIP El fopthpose of
authenticating, registering, and interacting with £ SC to originate or terminate voice
sessions.

NOTE: The RBF exchanges AS-SIP signaling packétsits Master DLSC. The DLSC
exchanges AS-SIP messages with other LSCs or MieS&@snplete and tear down calls.
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The Master DLSC could be collocated with or renfaden the RBF. The Master DLSC
could be uniquely assigned to the RBF, or coulgsupmultiple RBFs.

[Required: RBF] The system shall provide a method for multiple VEIRusers to
concurrently connect to the Voice Net, up to a gurhble limit.

[Required: RBF] The system shall allow automatic terminationhaf $ession, based on
configurable events, including inactivity on an A8 session for a specified session time
limit.

[Required: RBF] The system shall support MLPP requirements if noatks arrive than
can be supported (see UCR 2008, Sections 5.220t.53.2.12.8.2.3). The system shall be
able to preempt a call from a lower precedenceazente participant if necessary to
provide resources to accept a call from a highecgutence conference participant if that
call would otherwise be blocked. The system shatllpreempt a call from a VNAR
participant unless directed to do so by the confszenanager.

[Required: RBF] The system shall support a configurable numbesirotilitaneous
conference participants per Voice Net.

[Required: RBF] The system shall support a configurable numbemodilsaneous
VNAR participants per Voice Net.

[Required: RBF] The conference manager shall select one VNAR tasataster.

[Required: RBF] When the system is not acting as a master, theraysiall act as a
backup which is available to replace the mastetegsysf the master fails. It is highly
desirable that the system be implemented to suppoautomatic fail-over to a backup
VNAR if a master VNAR or its connection fails.

NOTE: The number of VNAR and conference partictpas not specified. These numbers
are left up to best design and engineering practasadetermined by the supplier of the
RBF function to meet the performance and reliabdibals required for a particular
deployment.

6.1.75.2 Radio End Instrument

1.

[Required: REI] The system, which resides within the VNAR, shali as a conventional
UCR-compliant El in performing the following feags defined in the following sections:

a. Point-to-Point Call (Sections 5.3.4.13.2 and4613®.2)
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b.  Tracing of terminating call (UCR 2008, Secti@n®.1.4.2 and 5.3.2.2.2.2.2)
c.  Outgoing call tracing (UCR 2008, Sections 523 and 5.3.2.2.2.2.3)
d. Tracing of a call in progress (UCR 2008, Sedibr2.1.4.5 and 5.3.2.2.2.2.4)

2. [Required: REI] The system shall transform bearer traffic packatgived from the
RBF to the format associated with its Voice Net tnadsmit the traffic to the Voice Net.

3. [Required: REI] The system shall transform bearer traffic reaifivem the Voice Net to
bearer traffic packets for transmission to the RBF.

4. [Required: REI] The system shall transform UCR standard PTT $sgiefined in
Section 6.1.7.5,3Push-to-Talk Functional Requirements, to the Bifjhals required by
the VNAR to support the Voice Net.

5. [Required: REI] The system shall transform PTT signals receivehfthe Voice Net to
UCR standard PTT signals for transmission to th& RB

6. [Required: REI] The system shall operate as an AS-SIP El for tinpgse of
authenticating, registering, and interacting withMaster DLSC to originate or terminate
voice sessions.

NOTE: The DLSC could be collocated with or remioten the REI. The DLSC could be
uniquely assigned to the REI, or it could suppauttiple Voice Nets. The DLSC provides
an MLPP function to give priority to higher precede callers, if there is insufficient
capacity to support a new dial-in call.

7. [Required: REI] The system shall support incoming session setgpasts from IP Els
according the AS-SIP specification (Reference: p&ément of Defense Assured Service
Session Initiation Protocol (AS-SIP) Generic SysiReguirement (GSR),” DISA, Version
1.2.1, 12 May 2006).

8. [Conditional: REI] The system shall support a call to a VolP EI diyesfthout going
through an external RFB. If this option is invokbd REI shall support:

a. The PTT function described $ection 6.1.7.5.,3Push-to-Talk Functional
Requirements

b. The codec translation function described ini8ad.1.7.5.4, Codec Translation
Function
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C. MLPP functions described in UCR 2008, Sectich.

d. Three-way calling as described in UCR 2008, i88&.2.2.8.5

6.1.7.5.3  Push-to-Talk Functional Requirements

The VNAR, RBF, LSCs, and REIs cooperate to proadadapability that will enable a VolP end
user to initiate and terminate the equivalent BfTd session.

1.

[Required: RBF] The system shall provide a fail-safe mechanisprévent a VolP El
from streaming continuous voice traffic to a PT B&@ Voice Net.

[Required: RBF] The system fail-safe mechanism shall ensure tioatpatter the status
of the VoIP end user or the VoIP El, transmissifsaom the VolP El will terminate within
a configurable, parameter-driven amount of time

[Required: RBF] The system fail-safe mechanism shall only retest@nsmissions
based on upon completion of a specific, positiie@ady the VolP end user.

[Required: VNAR, RBF, REI — Conditional: LSC or DLSC] The cooperating
elements in a PTT session shall support DTMF taifiies a call has progressed to the
media session mode.

[Required: RBF] If PTT is configured, the system shall prevent be#naffic generated
from a VoIP EI from accessing the Voice Net urtig¢ /oIP end user initiates a PTT
session by entering a unique configurable toneesszpicalled the “Talk Tone.” This
action mimics depression of the PTT button on @tdtereby initiating an emulated PTT
session. The VolP end user enters a differenfjgqumable tone sequence (“End Tone”) to
end the PTT session. This action emulates thaselef the PTT button.

[Required: RBF] Upon receipt of the Talk Tone, the system in @apon with the REI,
shall determine whether the Voice Net is busy @ilable. The Voice Net is busy if any
other party has been granted authorization to spedke Voice Net. This can happen in
one of two ways: 1) another conference participaastaccess to the Voice Net, or 2) there
is a radio user has access to the Voice Net.

The following presents examples of traffic flow tbe two cases where the Voice Net is busy,
and the case where the Voice Net is available.s&legamples are representative, but not
exhaustive. Traffic flows could vary based ontype of technology used in the Voice Net. The
examples assume out-of-band signaling and thefuéBlARs that can provide tone responses
indicating a Voice Net available condition. Thewil of traffic for the first busy case is as
follows:
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1.

9.

10.

The participant keys in the Talk Tone sequence.

The Talk Tone is sent from the originating ElttoMaster LSC.

The LSC converts the El-generated Talk Tondéd1dCR standard Talk Tone packet.
The LSC sends the Talk Tone packet to the DldS@hich the RBF is registered.
The RBF’s Master DLSC sends the Talk Tone paitkdte RBF.

In this case, the RBF determines that anothafiecence participant has access to the Voice
Net and cannot be pre-empted.

The RBF generates a standard “Busy Tone” pdoké&tansmission to its Master DLSC.

That DLSC sends the Busy Tone packet to the tdS&hich the requesting El is
registered.

The EI's Master LSC converts the tone to a ftrat is supported by the requesting EI.

The requesting El creates an audio signal atitig that the Voice Net is busy.

The flow of traffic for the second busy case isa@®ws:

1.

2.

The participant keys in the Talk Tone sequence.

The Talk Tone is sent from the originating ElttoMaster LSC.

The LSC converts the El-generated Talk Tondéd1dCR standard Talk Tone packet.
The LSC sends the Talk Tone packet to the DldS@hich the RBF is registered.
The Master RBF sends the Talk Tone packet t&rRie.

a. Inthis case, the RBF determines that no othiefecence participant has access to the
Voice Net.

b. The RBF sends the Talk Tone packet to the REI.
c. The REI translates the information in the pattighe form required by the VNAR to

access the Voice Net. In this case, the Voicesdrtls a signal back to the VNAR
indicating that the Voice Net is busy.
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d. The REI, within the VNAR, generates a stand&dsy Tone” packet and sends it to

the RBF.

e. The RBF sets a flag indicating that the Voic¢ isl®dusy and sends the standard Busy

Tone Packet its Master DLSC.

f.  That DLSC sends the Busy Tone packet to the Easter LSC.

g. That LSC converts the tone to a form that igoeui@d by the requesting El, and

sends the tone to the El.

h.  The requesting El creates an audio signal itidigahat the VNET is busy.

There is a timing issue in the busy cases. In ssitnations, the delay between the time of the
initial VoIP EI PTT request and the time the requesves at the VNAR could be in the 1-2
second range. This could lead to a situation whpeakers on the TRN could block out VolP
speakers. To mitigate this situation, as an optiteature, the REI could store a blocked request
from a VolIP El, wait until the Voice Net is availaband then initiate the request to the Voice
Net. In such case, the REI would send a busyitoneediately followed by an available tone to
the El, followed by periodic busy tones. When Wuoéce Net becomes available to the El, the
REI will send a burst of two available tones to Hie

If the Voice Net is not busy, it is considered #aale. The signaling sequence for an available
Voice Net, assuming out-of-band signaling is akfes:

1.

2.

The participant keys in the Talk Tone sequence.

The Talk Tone is sent from the originating ElttoMaster LSC.

The Master LSC converts the Talk Tone to the t¥tddard Talk Tone packet.

The Master LSC sends the Talk Tone packet tdtifeC to which the RBF is registered.
The RBF's Master DLSC sends the Talk Tone paickdtie RBF.

In this case, the RBF determines that no otbeference participant has access to the
Voice Net.

The RBF sends the Talk Tone packet to the REI.

The REI translates the information in the pat&ehe form required by the VNAR to
access the Voice Net.
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9.

10.

11.

12.

13.

14.

15.

16.

The REI translates the information in the pat&ehe form required by the VNAR to
access the Voice Net. In this case, the VoicesErtls a signal back to the VNAR
indicating that the Voice Net is available.

The REI, within the VNAR, formats a standardfite Net Available” packet and sends it
to the RBF.

The RBF performs the following functions:

a. Sets a flag indicating that the Voice Net isybus

b. Sends the Voice Net Available packet to its MaBlLSC

c. Starts a PTT timer based on a configurable pat&m

d. Enables voice traffic from the originating Elftow to the REI

e. Blocks traffic from the Voice Net to the origiimey EI

The DLSC sends the Voice Net Available pacighe requesting ElI's Master LSC.

That LSC converts the tone to a form that gsuted by the requesting El, and transmits
the tone to the EI. The LSC also signals the Eetorn to the media transmission mode.

The requesting El creates an audio signal atitig that the Voice Net is available, and
reverts to the media mode of operation.

The conference participant can now speak. eBegffic will be sent from the El to the
RBF. The RBF will send the bearer packets to thderence participants and the REI.
The REI will translate the bearer traffic so tHe ¥ NAR can transmit the bearer traffic to
the Voice Net.

[Required: VNAR, RBF, REI — Conditional: LSC or DLSC] The PTT session shall
terminate upon any one of the following activities:

a. The VoIP end user keys in the end tone. Tims s sent to the Master LSC and
from there to the LSC serving the RBF and froméherthe RBF.

b. A voice activity detection (VAD) device in theBR determines that there has been no
voice activity for a configurable time-period.

c. The PTT Timer expires
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[Required: RBF] Upon termination of the PTT session, the systeatll @xecute the
following actions:

a. Transmit a “PTT Terminated” tone packet to tl#PVEI (via the appropriate Master
LSCs) for a configurable amount of time.

b. Resetthe PTT Timer.

c. Resetthe Voice Net busy flag.

d. Re-enable the transmission of bearer traffimftbe Voice Net to the VoIP EI.
e. SendaPTT Terminated packet to the REI.

f.  The REI will convert the information in the PTTErminated packet to the form
required by the VNAR to terminate the PTT sessiothe Voice Net.

g. The Voice Net will become available to othertjgarwho wish to speak.

[Required: RBF] At some configurable time before a PTT time-thg, system shall
issue a “Warning” packet to inform the speakerdéssion is about to terminate. The
Warning packet will be transmitted via the signglpath, from the system’s DLSC to the
conference participant’s LSC to the EI.

[Required: RBF] The system shall ignore a Talk Tone generatea WgIP El that is in a
PTT session.

[Required: RBF] The system shall ignore an end tone generatedMniP El that is not
ina PTT session.

[Objective: VolIP EI] Itis desirable if the VoIP EI could be modifiedinclude a special
control key that must be depressed to maintairethelated PTT session. This would
emulate the PTT action at a radio more accuradelgt,potentially reduce dead time
associated with the use of a timer.

[Required: RBF] The system shall provide the following configueatmechanisms to
mitigate situations where the VoIP Els might nqimart tone patterns to define the
beginning and end of a PTT session:

a. The conference manager shall have the abilipjace the VoIP El in listen-only
mode.
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b. The system shall transmit a “Warning Tone” te WolP El if there is voice traffic
generated from a radio on the Voice Net.

c. The system shall invoke a configurable off-caitdee, which will limit the time
duration of transmissions from the VoIP El. Thseteyn shall not forward traffic
from such devices for more than the configurablewm of time. If the system
terminates a PTT session based on this paramieségli not forward traffic from the
VolIP El until a configurable amount of time has g since the end of the last

transmission period.

23. [Required: RBF] Table 6.1.7-1Control Information: VNAR to VolP El, definesdh
standard tones that shall be used to convey stdtusnation to the VolIP Els.
Table 6.1.7-1. Control Information: VNAR to VolP El
SIGNAL
CONTROL | SIGNAL | CONFIGURATION
SIGNAL ID NAME (TONES) DESCRIPTION ACTION
1 Voice Net |TBD The Voice Net is Caller can start to talk
Available operational, and is not | Typically sent in
busy. response to a Talk
Tone request sent by
the caller (Sed@able
6.1.7-9.
2 Voice Net |TBD The Voice Net is Caller should hang up
Operational operational but cannot bgand try again later.
But Not accessed because lack ofTypically sent in
Available resources to support call{response to a Talk
also used to indicated thgfone.
the call has been
preempted.
3 Voice Net |TBD The Voice Net is Caller should try agair
Busy — operational and reachabldater. Typically sent in
“Busy but is busy. response to a Talk
Tone” Tone.
4 PTT TBD VNAR has terminated thgFor information
Terminated PTT session based on a |purposes; caller shoul
request from the VolP  |[stop talking.
caller or a timeout.
5 Voice Net |TBD Transmissions from the |For information
Secure VNAR to the Voice Net [purposes. Typically
are sent in encrypted or |sentin response to a
scrambled mode. Talk Tone.
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SIGNAL
CONTROL | SIGNAL | CONFIGURATION
SIGNAL ID NAME (TONES) DESCRIPTION ACTION
6 Voice Net |TBD Transmissions from the ([Caller should not talk
Plain Text VNAR to Voice Net are |he/she were expecting
sent in Plain Text mode. |that transmissions
would be secure.
Typically sent in
response to a Talk
Tone.
7 Stop TBD Stop talking: either the [VNAR will block voice
Transmitting speaker is talking for too |from reaching Voice
long a time, or there is a [Net. Caller should stc
higher priority speaker [talking.
who needs access to the
Voice Net.

8 Warning TBD VNAR will terminate Caller should be awarg
voice traffic from VolP El|that he/she will soon
within a configurable get a stop transmitting
period. signal.

NOTE: The typical Voice Net will not generate @é control signals shown ifable 6.1.7-1 It
is up to the designer of the VNAR to determine wtgontrol signals must be implemented.
However, if a signal shown ihable 6.1.7-1s used, the tones transmitted shall be the ones
defined inTable 6.1.7-1 It is possible that future generations of TRNi eveate additional
signals. In such case, this UCR will be modifiedhtcommodate the new signals.

Table 6.1.7-2Control Information: VolP EIl to VNAR, definesdlsignals and standard tones
that shall be used at the VolIP El to indicate thet &nd termination of a PTT session.

Table 6.1.7-Jand6.1.7-2do not include AS-SIP signaling, which is discusseSection 5.3.2.

Table 6.1.7-2. Control Information: VolP El to VNAR

SIGNAL
CONTROL | SIGNAL | CONFIGURATION DESCRIPTION
SIGNAL ID NAME (TONES) ACTION
1 PTT RequeqTBD A tone that indicates th&NAR will format and
—“Talk start of a PTT session.|initiate PTT request to
Tone” VNAR, provided that
Voice Net has PTT
capability.
2 PTT TBD A tone that indicates th& NAR will terminate
Terminate — termination ofa PTT |PTT request to Voice
“End Tone” session. Net.
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6.1.7.54  Codec Trandation Functional
[Required: REI] The system shall support at least one of thevielig RTS VoIP codecs:

G.711a and p-law (64 kbps)
G.723.1 (5.3 and 6.3 kbps)
G.729d (6.4 kbps)

G.729¢ (12.4 kbps)

[Required: REI] The system shall support the Enhanced Mixed Btioit Linear Production
(MELPe) codec at 2.4 kbps and lower rates.

NOTE: When a call is set up between an RTS Vol&riel the RBF, the codec function will
negotiate the codec using the Session Descriptioto€bl (SDP). When a call is set up between
a REI and the RBF, the codec function will negetidite codec using the SDP. The codec
function will attempt to minimize the bandwidth teed between the RBF and the REI.

[Required: RBF] The codec function is always associated withRB& and will reside in the
same device as the RBF.

6.1.7.5.5 End Instrument Functional Changes

[Conditional: AEI, PEI] The system shall support the PTT signaling fumgtidescribed in
Section 6.1.7.5,3Push-to-Talk Functional Requirements.

[Objective] It is highly desirable that the Els be configutedlirectly process the standard PTT
signaling packets used to create the audio tong@s@mvey user keystrokes during a PTT session

[Conditional] However, it is permissible to have the EI's Madt8C create the standard
signaling packets and employ a non-standard approaconveying that signaling information
between the El and its Master LSC.

[Objective] It is highly desirable that EI PTT signaling supdze implemented by software and
configuration downloads, rather than hardware charmg the EIs.

6.1.7.5.6  LSC Functional Changes

[Conditional: LSC] The system shall support the PTT signaling fumcidditions to AS-SIP
described irSection 6.1.7.5,3Push-to-Talk Functional Requirements. If thel&és not directly
create and process standard PTT signaling packetsighly desirable that the LSCs be able to
download software changes to the Els as describekanSection 6.1.7.5,5nd Instrument
Functional Changes.
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6.1.7.6  Network Management
General network management requirements are speaifiUCR 2008, Section 5.2.8.

[Required: RBF] The system shall identify the unique name of tR&NTsupported by the
conference.

6.1.7.7  Tactical LAN Requirements

The assured services objectives are difficult tieae in the Tactical-edge networks (TNs), due
to dynamically changing connectivity, limited bandth, unstable environment, and limited
equipment. The TNs are often non-ASLAN compliant.

The UCR does not permit non-ASLAN compliant devittesupport special C2 and C2 users.
This architecture has to be modified to allow dd€hted at a non-ASLAN Tactical location to

support special C2 and C2 users so long as a tgperyption mechanism is applied to the call
signaling messages and bearer traffic.

6.1.7.7.1  Physical Media Requirements

[Required: VNAR] The system must support at least one of theviitig Ethernet types:
e 10 Base-T
e 100 Base-T
e 1000 Base-T

6.1.7.7.2 Dial Plan & Routing Requirements

(Reference to Sections 5.3.2.16, UCR 2008 Sectdh8.5 and 5.2.3.5.1)

[Required] Each Voice Net shall be assigned a routableidsetity, which can be one of the
following: DSN number, Tel-URI, SIP-URI, and FQDN.

6.1.7.73 DSCP

[Required: RBF, REI, VNAR] The system shall provide a configurable mechamnesmark
DSCPs in the header of IP packets. However, tfeuttenarking shall be as defined in Section
5.3.3.
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6.1.7.7.4  Traffic Engineering

The REI supports only voice and control traffic aaeh apportion that traffic in any manner as
determined by traffic engineering. The numberuifskribers needs to be supported will be
determined by each Program Office (PO).

The VNAR should operate within the overall netwegdice E2E delay and jitter requirements in
accordance with Section 5.3 voice requirements;iBpally Section 5.3.1.4.1, Voice Services.
The RECOMMENDED upper limit on the average posesibn delay for various E2E
scenarios is defined ihable 6.1.7-3Upper Limit on Average Post Selection Delay.

NOTE: The UCR and REI time delays stated able 6.1.7-3Upper Limit on Average Post
Selection Delay, relate only to the time it takesét up a call to the RBF. This is typically done
once per conference per VoIP El and REI. The H@iiading requests will occur many times
during the conference. The time to implement a Raquest from a VoIP El and return an
available signal to the EIl involves round-trip delkeetween El and the REI. This time will vary
from subseconds if there are no satellite link®iwed, to as many 2—3 seconds if satellite links
are involved. The maximum delay to release amHiated access to the TRN is determined by
one way delay and is proportionately less.

Table 6.1.7-3. Upper Limit on Average Post Selecin Delay

TYPE OF DELAY UCR REI
Local intratheater DSN call signaling during normatwork traffic load| 1 second TBDO
Local intrabase DSN call signaling during normatwaek traffic load 1.5 secondsTBD
Worldwide DSN call signaling during normal netwar&ffic load 6.0 seconds TBD
Global DSN call signaling during normal networkfti@aload 8.0 seconds TBD

6.1.8 UC Architecture for the Tactical Environment

This section provides requirements for LSCs ansual augments section 4.5.1.1.2.2 LSC
Designs — Voice.

The section focuses on the deployed (tacticalofisiee Master/Subtended LSC architecture and
the introduction of Dynamic Assured Services Adite Control (DASAC). DASAC enables
an LSC to admit, block or preempt new voice anawoidalls based on the communications
capacity (bits/sec) required for the call and thk tapacity available to support the call.

DASAC will augment the current ASAC approach in @hLSCs admit calls based on a call
budget. DASAC will be applied independently toaeand video calls. DASAC details are
fully specified in section 6.1.8.4.
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[Required Deployed LSC- Master/Subtend ArchitectureApplies to all Deployed (Tactical)
UC Real-time Services]The Master/Subtended LSC architecture supportiealloyed UC real-
time services including both voice and video sevic

[Required Deployed LSC- Directionalization Budget hheritance for All Real-time

Including Voice and Video] DASAC inherits the voice directionalization ASAQdpet
requirements (i.e. IPB, IPBI, IPBo) from sectidn8.2 Assured Services Requirements and
5.3.4 AS SIP Requirements and makes them availabldl real-time session based UC servic
including voice and video.

Within deployed domains calls typically involve riiple bandwidth constrained links. Each
such link must be subject to DASAC. These linkstapically wireless (e.q. satellite, radio) in
nature. Deployed sites generally exist withineaetil command and control hierarchy.

[Required Deployed LSC: Deployed LSCs and DASACDeployed LSCs must implement
Dynamic Assured Service Admissions Control (DASAC).

6.1.8.1 Architectural Overview

The deployed site hierarchy is shown in FigureS1l.
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Figure 6.1.8-1 Deployed Hierarchy
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DASAC budgets are required for each of the links \MA, YB, ZB, AJ, BJ, and JM in Figure
6.1.8-1. Links between component headquarterimtatind headquarters locations support
aqggregated traffic. Further traffic aggregatiocurs between headquarters and STEP sites.
The Master/Subtended LSC architecture enables DABAdgets to span multiple deployed
links.

Each deployed link is bounded by a Master/Subteh&d pair. The command and control
hierarchy determines whether a LSC is “Master”®ubtended”: For a given link the LSC in
the “higher” site in the command and control hiehgris designated the Master LSC. For the
same link, the LSC in the “lower” site in the commdaand control hierarchy is designated the
Subtended LSC. The Subtended LSC and its Magdepandently and in parallel apply their
DASAC budgets to the shared link. The Master agmpes traffic from one or more subtended
LSCs.
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Figure 6.1.8-2 Deployed LSCs

Figure 6.1.8-2 shows deployed LSCs and their masiigtended relationship:

e LSCs W and A provide the DASAC audio and video kmiddor Link WA. Subtended
LSC W is subtended to the Master LSC A.

e | SCs X and A provide the DASAC audio and video letddor Link XA. Subtended
LSC X is subtended to the Master LSC A.

e | SCsY and B provide the DASAC audio and video middor Link YB. Subtended
LSC Y is subtended to the Master LSC B.




e | SCs Z and B provide the DASAC audio and video latsldor Link AB. Subtended
LSC Z is subtended to the Master LSC B.

e | SCs A and J provide the DASAC audio and video letsiépr Link AJ. Subtended LSC

A is subtended to the Master LSC J. Recall thai IASs also the Master LSC to
Subtended LSCs W and X.

e LSCs B and J provide the DASAC audio and video kiglépr Link BJ. Subtended LSC

B is subtended to the Master LSC J. LSC B is #iedMaster LSC to Subtended LSCs
and Z.

e LSC J provides the DASAC audio and video budgeatdiiok JM. LSC Jis the Master
LSC to Subtended LSCs A and B.

[Required Deployed LSC: Master/Subtended LSC Pair Aiministers Each Deployed Link]
For every deployed link, except for links leadinghe UC backbone, a Master/Subtended LS
pair will apply their respective DASAC budgets e tshared link. The Master LSC and the
Subtended LSC DASAC budgets for a given media fgpa specific link might differ.

In Figure 6.1.8-2 LSCs A and B play the role offbatmaster LSC and a subtended LSC as al
function of the tiered command and control hiergrchRor reasons of scaling the
Master/Subtended LSC architecture may also be amglwithin a deployed site.

[Required Deployed LSC: Deployed LSC Supports Mulple DASAC Budgets]A Deployed
LSC must be able to support a DASAC budget by mighie, voice or video, on an administerg
link by administered link basis.

[Required Deployed LSC: Master and Subtended LSC$opology] A Subtended LSCs may
be in the same or different deployed LAN as thatofMaster LSC.

[Required Deployed LSC as Both a Master and a Subteled LSC] For different links a given
LSC may serve as a Subtended LSC or a Master LSC.

[Required Deployed LSC: Master LSC and Its Primaryand Secondary MESS or WAN
SS]A master LSC at the deployed/UC backbone edgehaile both a primary MFSS or WAN
SS and a secondary (backup) MFSS or WAN SS.

If a given LSC’s end instrument supports SRTP dilgeire is no need for LSC-resident media

gateway functionality, there is no need for the Li8®e involved in the end instrument’s SRTIP

sessions. In the deployed environment the Mas$€ld, Subtended LSCs, and EBCs are AS
back to back user agents. The EBCs also anch@RAd> sessionslhese sessions stretch froi
SRTP capable end instrument to SRTP end instrurttenEBCs do not terminate and re-
originate the SRTP sessionEhe EBCs relay the SRTP sessions and provide N&Istation
support, if necessary.
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[Required EBC, CER, Routers: Single SRTP FlowWithin a two party call for each media
type in each direction there is only one SRTP flow.

Every deployed LAN has an associated EBC. All pésknarked for Assured Service in the
deployed LAN must be delivered to this EBC. Thed&®nfirms that these packets have an
associated AS SIP based session. If not, the fmdkenot receive Assured Service treatment.

[Required EBC: Deployed Sites and EBCslEach deployed UC site must have an associated
EBC.

[Required EBC, Routers: All UC Flows Anchored by he EBC] Within a deployed LAN all
packets marked with the DSCP Assured Service vasgsciated with the Granular Service
Classes of Assured Voice and Assured Multimediaf€rencing per Tables 5.3.3-1 and 5.3.3-2 ,
must be routed to the EBC.

[Required EBC: All Assured Service Flows Policed the EBC] If any packets marked with
the DSCP Assured Service values do not have agiaisa with an active AS SIP session, the
EBC will police such calls to ensure that they @b epllectively exceed a pre determined
capacity requirement for the target link

Figure 6.1.8-3 depicts a conventional deployed Lwiiere all the UC elements reside together.

Deployed (Tactical)

Site
Radio E

— _“.\_ﬂ\ ,/”‘//
T 5%

VNAR
W/RBF

il

Legend:

1

EBC Edge Boundary Controller RBF Radio Bridge Functio
El End Instrument RMUX Real-time IP Mux
LSC Local Session Controller VNAR Voice Net Access ®ad

Figure 6.1.8-3 Deployed Site With All UC Elements

A deployed site’s UC elements could be deployedoteiy from the site. For example, Figure
6.1.8-4 is a depiction of Deployed site X’s LSC &#BIC assets physically residing at Deployed
site Y. Remote elements enable deployed sitesiaceecosts, footprint, weight, and power.




Remote placement also enables the movement ciifiCatlements to what might be a safer
location relative to the battle zone.

If elements are deployed remotely, intra-site calhsild rely upon these remote elemeritdra-
site calls would incur additional setup delays andiedia delaysAlso, intra-site calls would
rely upon the availability and the capacity of watea links (e.g. satellite links, radio links).
The tradeoffs must be carefully considered befdeptng such an approach.

An EBC or LSC could be deployed in several fornibe element might be shared and identified
by a single IP addresg.he element might be partitioned, with each paiithaving its own IP
address. Virtual machine middleware technologvmnli@ employed.
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Figure 6.1.8-4 Highly Distributed Deployed Hierayc

[Conditional LSC: Remote LSC] A deployed site’s LSC may physically reside agpssate
site.

[Conditional LSC: Logical LSC] A virtual LSC may house two or more logical LSCs
supporting two or more deployed sites. Each |ddi&& is a software based patrtition of the




single physical LSC asset. Each logical LSC halve its own IP address and its own CCA IDs.
Virtual machine middleware may be employed forgheitioning of the physical LSC into two
or more logical LSCs.

[Conditional EBC: Remote EBC] A deployed site’s EBC may physically reside acpasate
site.

[Conditional EBC: Shared EBC] An EBC may be shared with two or more sites.

[Conditional EBC: Logical EBC] A virtual EBC may house two or more logical EBCs
supporting two or more deployed sites. Each |dd&C is a software based patrtition of the
single physical EBC assetEach logical EBC will have its own IP address. tiat machine
middleware may be employed for the partitioninghaf physical EBC into two or more logical
EBCs.

6.1.8.2 Associated Sample Call Flows

Figure 6.1.8-5 depicts a LSC and an EBC at evepjayed site. This simple UC network
example will serve as the basis for several subsgdqliustrative Master/Subtended LSC AS SIP
call flows and SRTP flows.

SLSC 1 EBC 1
. — RMUX 1 Deployed Site 1
Bandwidth Constrained Wireless Link 1
EBC 2 MLSC
RMUX 2 @7 == Joint Task Force (JTF)
EBC 3 MLSC
[T ] = El
Bandwidth Constrained Wireless Link 2 o] —
RMUX 3
Deployed Site 2
Legend:
EBC Edge Boundary Controller MLSC Master LSC
El End Instrument RMUX Real-time IP Mux
SLSD Subtended LSC

Figure 6.1.8-5 Deployed (Tactical) Topology Exampb




6.1.8.2.1 Basic Session Setup Deployed Ste to Deployed Ste Via JTE

Figure 6.1.8-6 shows the AS SIP message flow flhisetup. Upon receipt of the AS SIP
INVITE message SLCS 1 and the MLSC both perform B&$rocessing for UC Assured
Service calls on bandwidth constrained Link 1 shawhigure 6.1.8-5. SLCS 2 and the MLSC
both perform DASAC processing for UC Assured Serdalls on bandwidth constrained Link
in Figure 6.1.8-5.

Eli  SLSC1 EBC1 RMUX1 RMUX2 EBC2 MLSC RMUX3 EBC3 SLSC2 El2
INVITE, |
P THVITERZ o\ ire Fs
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»INVITE F6
|« INVITE F7
« INVITE F8
INVITE F9 .
T HMITE RO it F1e
———————|INVITE F12 |
180E15 180 F14/«
- 180 F16/ 180 F13
180F17
™180F18
180 F19
180 F21 180 F20 [+
180 F23 = 180F22 |q |
{80724 ) 200 F27| 200 F28®
- 200 F28 [ 200 F25
200F29 |
200 F31
200 F33 200F32[*——
200F34 |q |
00 F36e— 200 F35
ACK | ACK F38
F37
™ACKF39
ACKF40 ol nck Fa1 _
>ACK F42
« ACKF43
|« ACKF44
ACK F45 .
THACKESE ok a7
—~———»|ACKF48 |
< Duplex| SRTP Media ;
Legend:
ACK ASSIP Message ACK INVITE ASSIP INVITE Message with SDP offer
BYE AS SIP Message BYE MLSC Master LSC
EBC Edge Boundary Controller RMUX Real-time IP Mux
El End Instrument SLSC Subtended LSC
180 ASSIP Message 180 Ringing 200 ASSIP Message 200 OK with SDP Answer

Figure 6.1.8-6 Basic Session Setup Deployed Siwelieployed Site Via JTF

6.1.8.2.2 Deployed to Deployed via JTF SRTP Flows

The SRTP flows are from end instrument to end umsént but they transit EBCs 1, 2, and 3 a
well as the Real-time Muxes 1, 2, and 3. The flewhown in Figure 6.1.8-7.
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Figure 6.1.8-7 Deployed to Deployed via JTF SRTHRdws

6.1.8.2.3 Deployed to Deployed via JTF Session Teardown

AS SIP flow for session teardown is shown in Figbe8-8. Upon receipt of the AS SIP 200
OK message SLCS 2 and the MLSC both perform DASAfCassing for UC Assured Service
calls on bandwidth constrained Link 2 from diagraigure 6.1.8-5. SLCS 1 and the MLSC
both perform DASAC processing for UC Assured Serdalls on bandwidth constrained Link
1.
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Figure 6.1.8-8 Deployed to Deployed via JTF Sessidieardown

6.1.8.2.4 Basic Session Setup Deployed Steto Enterprise Via JTF

Figure 6.1.8-9 depicts a deployed (tactical) sita fixed (strateqgic) enterprise site via the JTF
and the UC backbone network. This simple UC ndtvesiample will serve as the basis for
several subsequent illustrative Master/Subtended AS SIP call flows and SRTP flows.
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Figure 6.1.8-9 Deployed Site to Enterprise Site&iJTF and UC Backbone Topology
Example

Upon receipt of the AS SIP INVITE message Subterndef 1 and the Master LSC both
perform DASAC processing for UC Assured Servicdsoah bandwidth constrained Link 1
shown in Figure 6.1.8-9, Deployed Site to EntemBge via JTF and UC Backbone Topology
Example. The Master LSC and the MFSS 1 both perfdASAC processing for UC Assured
Service calls on bandwidth constrained Link 2. e TISC with policing from MFESS 2 performs
traditional ASAC processing on Link 3. AS SIP nagsflow for this case in shown in Figure
6.1.8-10.
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Figure 6.1.8-10 Basic Session Setup Deployed SadéEnterprise Site via JTF

6.1.8.2.5 Deployed Ste to Enterprise Via JTF SRTP Flows

The SRTP flows are from end instrument to end umsént but they transit EBCs 1, 2, 3, 4 and
as well as the Real-time Muxes 1 and 2 as shovure 6.1.8-11.




El EBC1 RMUX1 RMUX2 EBC2 EBC3 EBCa EBCs El2

\ [ | [ [ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

| \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

| \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

g ; ; | : Duplex SRTP;Medla | ; -

\ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

| \ | \ \ \ \

\ \ | \ \ \ \

.*:‘ .*:‘ .*:‘ .*:‘ .*:‘ .*:‘ J

2| 2| 2| 2| 2| 2| g

f =

£ =l g g g g g

e

- = - - = b i

5) 5| 5 5| 5| 5| 5

- = - - = = 9

£ £ £ £ £ £ IS

3l 3l ol 3l ol ol 3

n.‘ o n.‘ e o n.‘ &

‘ ‘ \ \ \ \ \

| \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

\ \ | \ \ \ \

Figure 6.1.8-11 Deployed Site to Enterprise SiteaiJTF SRTP Flows

6.1.8.2.6 Deployed Ste to Enterprise Via JTF Session Teardown

Upon receipt of the AS SIP 200 OK message, the a&Cthe MFES 2 both perform ASAC
processing for UC Assured Service calls on Linkee(Figure 6.1.8-9). The Master LSC with
MFESS 1 policing performs DASAC processing for Lihk The Master LSC and the Subtended
LSC perform DASAC processing for bandwidth constedi Link 1. AS SIP message flow is
shown in Figure 6.1.8-12.
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Figure 6.1.8-12 Deployed Site to Enterprise SitdavJTF Session Teardown

6.1.8.3 Deployed Diagnostics

Since deployed calls will typically span multiplegdoyed links, there are benefits to
communicating and recording which link was respllesior a given precedence-based block
preemption. These benefits include: fine tunid®SAC budget management, troubleshooting
network load balancing, alternate AS SIP routirig, @he combination of the Master LSC’s arn
Subtended LSC’s CCA IDs or the combination of thaskr LSC and the MFSS or WAN SS
CCA IDs can be used to identify a link.

[Required Deployed LSC: Communicating Causal Link br Blocks and Preemptions]
The “UC Reason Header for Network Preemption” djmstin section 5.3.4.10.3.1.4a shak
extended to read as follows:

Reason: preemption; cause=5; text="Network PreempBP CCA ID SP CCA ID

where the two CCA IDs represent the two elementsstist LSC, Subtended LSC,
MFESS, or WAN SS) that administer the DASAC budbet link.

This Reason Header shall be populated in the 488 Acepted Here) response for a DASAC

DI

based block and in the BYE request for a DASAC Baseemption. This Reason Header will




also be populated in a CANCEL request for an abaad®ession setup attempt due to
precedence based DASAC block for a session in iddlenof session establishment. For these
events the Reason Header will also be recorddikih$Cs’ CDRs.

The network must continuously monitor its heallfactical LSCs must periodically confirm the
status of active calls.

[Required Deployed LSC: Deployed LSCs Monitoring [@ployed LSCs]The Master LSC

shall send an OPTIONS request to its subtended lo8@sconfigurable basis (default 45
seconds, minimal time interval 35 seconds). Thet&wed LSC shall send an OPTIONS
request to its Master LSC on a configurable bat$afult 45 seconds, minimal time interval 35
seconds). If the LSC does not receive a 200 Oomrse to its OPTIONS request before the
configurable number of successive requests (dedauials 2), then the non responding LSC

shall be identified in an alarm and in the system |Once alarmed, the nonresponsive LSC shall
not be queried again with the OPTIONS request uetibnfigured to do so.

[Required Deployed LSC: Deployed LSCs Monitoring Ative Calls] When the DASAC
budget processing indicates that a link is suppomine or more calls, the LSC will send an
OPTIONS request to all engaged end instrumentanéigurable basis (default 5 minutes,
minimal time interval 3 minutes). If the LSC does receive a 200 OK response to its
OPTIONS request before the configurable numbenotassive requests (default equals 2), the
call is torn down

6.1.8.4 Dynamic ASAC Requirements for Deployed L SCs

6.1.8.4.1 Dynamic ASAC for Deployed LSCs

This section defines requirements for providingaiwc assured services admission control
(DASAC) capability for LSCs that operate within @pdbyed LAN. DASAC enables an LSC to
admit, block or preempt new voice and video cadisdal on the communications capacity
(bits/sec) required for the call and the link capyaavailable to support the call. DASAC will
augment the current ASAC approach in which LSCsitdatls based on a call budget. DASAC
will be applied independently to voice and videtisca

6.1.3.4.2 DASAC for Voice

The method for ASAC described in UCR 2008 Changelhsed on a call budget for each
communications link supported by an LSC. The lbatlget assumes that each call utilizes the
same amount of link capacity.he call budget per link is calculated by dividihg link capacity
by the data rate required per call and then roundown to the nearest integdfor example if
the link is 512 Kbps and each call is assumeddaire 110 Kbps, the call budget will be Zhe
LSC tracks the number of calls in progress onladimd only admits a new call if the number of
calls in progress is less than the call budgetHerink, or there is a lower precedence call that




can be preempted to support the new, higher pracedmali{see-Secticr-—regarding
precedence-and preemption)

In current practice allGVolIP calls are assumed to require 110 Kbps for admissihis
number is based on the assumption that the cdlewiploy a G.711 codec, will be encapsulatg
in an IP packet and might also be encapsulated IR &unnel. These are reasonable
assumptions in a strategic enterprise environntentare too conservative to use in a deploye
environment, where lower bit rate codecs are usddiak capacity is limited Deployed end
instruments (EIs) employ a wide array of codeasmes of which operate as low as 2.4 kbps - {
maximize the number of calls on a low capacity lifkerefore the bit-rate required for a call i
likely to differ between deployed Els and possiithin an El on a call by call basighe
difference depends upon codec negotiation withother El(s) participating in the call.

Parameter determination for DASAC can be quite demapSome call packets might be
tunneled over the link, others might not be, othmight have header compression and some d

packets might be aggregated in a voice multiplésee-Sectior——)-aso-caleda“voice-mux”
Engineering analysis and traffic analysis are nemLio determine the overheads on the link.
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The deployed LSC must analyze each call to determvimch overheads are appropriate, and the

codec rate and packets per second negotiated betive&ls involved in the callThis rate
could change during a call, a factor which musirntositored by the LSC.

To facilitate implementation of the DASAC capabjilitwo modes shall be defined:

e The Basic DASAC Mode, which does not take intostdaration the impact of header
compression or VM even if these features existhenink.
e The Advanced DASAC Mode, which does take theseaifeatinto consideration.

6.1.3.4.2.1 Basic Voice DASAC

Required: Deployed LSCs shall manage DASAC to a budget iraamar similar to that
described in Section®84.1.1.5 (ASACComponentwith the following modification: All LSCs
that support deployed telephone end instrumentsmlaage the DASAC budget based on thg
required capacity for a call (as measured in ketssecond) and the available capacity on the
target link supporting that call.

Required: DASAC shall employ a method of establishing arahaging the budget per target
link (to be called the” deployed call budget”) beigm the following parameters:

1. End Instrument Call Capacity (EICC) - the link caibain bits per second required for
the call. EICC shall be computed by the LSC each time itatstsignaling for a new call

1”4

or a change in codec parameters for an ongoing call




2. Transmission Link Call Capacity (TLCC) - the capadcbits per second) of the target
link allocated for UC telephone calls. TLCC israqprovisioned parameter entered for
each target link via network management commait& TLCC does not include an
allocation for call signalingCall signaling must be provisioned separately asqfa
traffic engineering for the target link.

3. Available Link Call Capacity (AVCC) - the capacttlyits per second) currently available
for calls on the target linkAVCC shall be calculated each time during:

e The session establishment AS SIP dialog (spedyitia¢ AS SIP message containing
the SDP answer)

e Mid-session re-INVITE dialog based on a mid-callleo change (specifically the AS
SIP message containing the new SDP answer to thefier)

o Call tear down (specifically based on LSC detectiTgAS SIP 200 OK for the BYE)

AVCC is calculated as follows:

AVCC = TLCC — Sum of EICCs for all calls in progsesnd in the process of
being established.

Determination of TLCC depends on:

1. The allocation of capacity to the router queue sufiipg the voice traffic under the
control of the LSC (typically the EF queue withigwastomer edge router)

2. The portion of that capacity which is reservedvoice applications that are not under
control of the LSE

Figure 6.1.8-13 AS SIP Triggers for AVCC below dtrates the AS SIP triggers for the AVCC
calculations. For reasons of simplification it@ses the end instruments are AS SIP enabled.

! It is possible that there will be non-UC applicat supported in the same router queues that SUPASAC

flows. These will not be under the control of theQ@. Traffic engineering must account for the capabiat is
guaranteed to these flows. This value must baactied from the total capacity allocated to theepgqueue. The
non-UC traffic must be controlled via admission ttohor router policing to ensure that the capaaitgcated to the
UC traffic is protected.
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Figure 6.1.8-13 AS SIP Triggers for AVCC

When a “200 OK to a BYE" is received by the depldy&C, the bandwidth previously reserve
for this call is released and thereby the AVCGizéased.

The “SDP Answer” message indicates the resulte@tbdec negotiation between the end
instruments involved in the call request. The Li#@cesses the SDP Answer to determine if
there is sufficient capacity to support the new. ¢bso, the LSC will reserve bandwidth for the
call and continue with AS SIP processing. If a €dmor a 3xx, 4xx, 5xx, or 6Xxx message is
received after the SDP Answer is processed butrédéhe call setup is completed, the reserve
capacity will be released and the AVCC increasemaingly.

-If after receiving a SDP_Answer, the LSC determitied there is not sufficient bandwidth for
the new call, the LSC will review active calls, azalls with previously reserved bandwidth thg
are still in the set up process, to determine yf @inthese calls are eligible for pre-emption. To
be pre-empted such calls must have a lower precedban the new call and must release.
sufficient bandwidth to support the new call. dith on-going and in process calls are eligible
for preemption, the LSC shall preempt one of thpriocess calls.

If no preemptible calls exist a “488 Response”aa@rated, which will lead to blockage of the

new call. Note that if pre-emption occurs andrbw® call is setup, the resulting AVCC may be

larger or smaller than before the pre-emptiorthdf pre-empting call’'s bandwidth requirement
are less than that of the pre-empted call, the AVi@trases. If the pre-empting call's
bandwidth requirements are more than that of teeepnpted call, the AVCC decreases.

pal




[Required]: The LSC shall support separate TLCC and AVCC paramdased on direction of
a cal{see-Sectior—). A call request must have sufficient capacithath directions, either
directly or via preemption, in order to be accepied new call

[Required]: The LSC shall be able to support TLCC and AVCCniitiple links.

[Required]: The LSC shall be able to support TLCC and AVCCtliwee-way calls.

[Required]: The LSC shall be provisioned with call budget pagtars which provide an
absolute limit on the number of calls acceptedtimee direction for each linksee-Seabn—-).

The EICC for an individual end instrument couldwaom call to call based on the Codec Rate
and Packets per Second rate negotiated duringetbs&id® Description Protocol (SDP) message
exchange that takes place during call sefsee-Sectin—-—).

[Required]: Calculation of EICC shall be based on the factbmsa in Table 6.1.8-1.
Parameters 1-3 are dynamic; the LSC must calctilate parameters on a call by call basis.
Parameters 4-7 are pre-loaded into the LSC bas#@ffic engineering analysis of the link.

[Required]: The LSC shall, on a call-by-call basis, scan th® $iessages, extract EICC Codec
Rate and Packets per Second and store these pararfoeteach call in progress within a
DASAC data base. The LSC shall be able to suglb@odecs defined in Sectigf----------
5.3.2.6 End Instruments.

[Required] If the LSC cannot determine either Codec Rate ck&a per Second, the default
EICC for a call shall be 110 Kbps. In such caseliiC shall create an error message in the call
detail record and trigger a network managemenialadicating that a fault condition has
occurred.

[Required] If the values of parameters 4 through 7 are noli@#p entered in the data base, the
LSC shall use the default parameters listed in&d &01.8-1.

[Required]: The LSC shall not use silence suppression, alswkras voice activity detection,
as a factor in calculating EICC.

Examples of EICC calculation are provided in Talfigls8-2 and 6.1.8-3. The environment for
these examples is shown in Figure 6.1.8-14. The@@mment consists of 2000IP phones,
each of which can support G711, G729, G723, an® P48 MELPe codecsThe TLCC for the
controlled link is 256 Kbps full duplexThere is no tunnel in Example 1; there is a HAIPE
Tunnel in Example 2.

The first seven parameters in Tables 6.1.8-2 ah@-& are the same as those in Table 6.1.8-1.
Notional values are provided in Tables 6.1.8-2 Gid8-3. The other line items represent




overheads and traffic flows calculated from thstfit parameters. Tables 6.1.8-2 and 6.1.8-3
also show the TLCC and AVCC.

Table 6.1.8-1 Per Link EICC Estimation Parametergper Codec Class

Codec Class is determined by Codec Rate and PReket LSC shall maintain the following parametefs
per Codec Class per monitored link.
# | Parameter Source Comment
1 | Codec Rattin | LSC extracts from SDP Could change on a call by call basis per End
bits per message - stored per Codelmstrument
second (bps) | Class
2 | Packet Rate | LSC extracts from Could change on a call by call basis per End
in packets per| information in SDP Instrument
second (pps) | message
3 | Number of Number of calls in progress|nitial value = 0
Voice for this Codec Class Incremented upon successful call connection
Sessions in Running account kept by | Decremented upon successful call completion
Progress LSC
4 | Tunnel Pre-provisioned and enteredndicates the number of overhead bytes that must|be
Overhead into LSC added to the IP packet size to account for enagpfi
Factor in or other types of tunnels. If some calls are tlgohe
bytes and others not use the number of bytes associatefl
with largest overhead tunné&efault is 100 bytes.
5 | IP Overhead | Pre-provisioned and enteredf any calls are IPv6 use 60 bytes
in bytes into LSC ; Includes IP, If all calls are IPv4 use 40 bytes
UDP, RTP overhead Default is 60 bytes.
associated with packet flow
over the target link
6 | Layer?2 Pre-provisioned and enteredbized according to layer protocol used on linkis th
Overheadin | into parameter is the same for all packets in all Code¢
bytes ClassesDefault is 20 bytes
7 | Safety Factor | Pre-provisioned and entered his parameter is used to provide a margin of errgr
in Per Cent into LSC. for the EICC calculationDefault is 10%.

Example 1 shows the AVCC at a point in time wheexé are 8 calls in progress. Five of thes
are MELPe calfswith one call each for the other coded@he total EICC for these calls is 176.
Kbps, as shown in Table 6.1.8-2. The AVCC is 79%p& based on a TLCC of 256 Kbgs.

this case the LSC could admit a new call usingdriiie Codec Types except G71fthe next
call offers a G711 codec, the LSC must block tHeurdess a there is a lower precedence call
that can be preempted.

Example 2 shows the AVCC calculation for the cabene a HAIPE is used to encrypt packets
on the target link.In this example there are 7 calls in progress: 3. RlEalls, one call for
G723.1 and one call for G729he AVCC calculation takes place just after an INKIfor a

new G711 call is generatedhe LSC calculates the AVCC for the G711 call agatve 7.3

2 In these examples the calculations for MELPe capeequirements include an overhead factor of 7.68
account for padding the MELP codec bits to fit iat@ octet voice sample.




Kbps (see Table 6.1.8-3Y.he LSC will reject the new call if it cannot pregihone of the

existing calls.
Example 1 Exampie 2

(B @

/
/,
256 Kbps (full
~ duplexjVoice o
S Allocation on 1
Mbps PPP link

Figure 6.1.8-14 Notional System Architecture foExamples 1 and 2

Table 6.1.8-2 Example 1: Current Call Status (No WIPE Case)
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EICC (including Safety Factor) per call

Total EICC for all calls in Codec Group

Total EICC for all calls on link

Grand Total Calls
AVCC

PV4
TLCC= 256 Kbps
MELPe
Kbps 24
Packets per Second 11.1
5
Bytes 0
Bytes 40
Bytes 7
% 10%
Bytes 28
Bytes 68
Kbps 6.0
Kbps 0.6
Kbps 6.7
Kbps 7.3
Kbps 36.7
Kbps 176.8
8
Kbps 79.2

G723.1
5.3
33.3

40

10%
20
60

16.0

1.9

17.8

19.6
19.6

G729

50.0

40

10%
20
60

24.0

2.8

26.8

29.5
29.5

G711
64
50.0

40

10%
160
200

80.0
2.8

82.8

91.1
91.1

Table 6.1.8-3 Example 2: AVVC Calculation Assuminghe G711 Call is New (HAIPE
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Codec Type
Codec Rate
Packet Rate

Number of Voice Sessions in Progress
Tunnel Overhead

IP Overhead

Layer 2 Overhead

Safety Factor

Payload Size

Packet Size

Packet Rate

Layer 2 Owverhead Rate

Average Data Rate for Payload and Owerhead
EICC (including Safety Factor) per call

Total EICC for all calls in Codec Group
Total EICC for all calls on link

Grand Total Calls
AVCC

Case)

HAIPE TUNNEL
IPV4
TLCC= 256 Kbps
MELPe
Kbps 24
Packets per Second 11.1
5
Bytes 52
Bytes 40
Bytes 7
% 10%
Bytes 28
Bytes 120
Kbps 10.7
Kbps 0.6
Kbps 11.3
Kbps 12.4
Kbps 62.1
Kbps 263.3
8

Kbps -7.3

G723
53
33.3

52
40

10%
20
112
29.8
1.9

31.7
34.9

34.9

G729

50.0

52
40

10%
20
112
44.8
2.8

47.6
52.4

52.4

G711
64
50.0

52
40

10%
160
252

100.8
2.8

103.6
114.0

114.0




6.1.3.4.2.2 Advanced DASAC

Advanced DASAC incorporates additional parametatsaalculations to account for VM and
header compression.

[Conditional]:  The LSC shall support DASAC for links where all@ssl voice traffic is
processed by a voice multiplexor prior to transmis®n the link. The LSC shall use the
parameters in Table 6.1.8-1, augmented by the peiesmin Table 4, to calculate the total EICC
and AVCC. The parameter values in Table 6.1.8-4 shall bernhéted prior to operation and
loaded into the LSC data basthe values shall be chosen conservatively to tieetis no case
where more calls can admitted than can be suppbytdide target link.

Table 6.1.8-4 VM Parameters

# | Parameter Source Comment

1 | Voice Mux Pre-provisioned and entered his parameter is used on a per packet basis
Overhead per | into LSC
Packet (bytes)

2 | Overhead per | Pre-provisioned and entered his parameter is an overhead that is applieddhb ¢a
Voice Mux into LSC voice sample bundled in a output voice packet
Sample
(Bytes)

3 | Payload Size | Calculated by LSC based
(Bytes) on Codec Rate and Packet

Rate

Example 3, in Table 6.1.8-5, shows the case wheoéca multiplexer is used to reduce the
EICC per call. The environment for this examplshewn in Figure 6.1.8-15. The TLCC is 256
Kbps (full duplex). The network contains a HAIP&vite.

Table 6.1.8-5 Example 3 — Use of Voice Mux WithldAIPE Tunnel




Voice Mux Calls

IPV4

Per Codec Type Calculations TLCC= 256 Kbps
ID Codec Type Packet MELPe G723 G729 G711
1 Codec Rate Kbps 24 6.4 8 64
2 Packet Rate PPS 11.1 333 50.0 50.0
3 Number of Voice Sessions in Progress 5 1 1 1
4 Owerhead for wice mux sample Bytes 7 7 7 7
5 Payload size Bytes 28 24 20 160
6 Payload traffic rate Kbps 2.49 6.40 8.00 64.00
7 Voice mux overhead traffic rate Kbps 3.1 1.9 2.8 2.8
8 Voice mux and payload traffic rate Kbps 91.5 5.6 8.3 10.8 66.8

Per Packet Overhead Calculation
9 Tunnel overhead Bytes 52
10 IP overhead Bytes 28 MELPe Codec rate
11 Voice mux overhead per packet Bytes 4 adjustment factor = 1.037
12 Layer 2 overhead Bytes 12
13 Safety Factor % 10% Packet rate is calculated
14 Total per packet overhead rate Kbps 42.24 as the maximum Packet
15 Total EICC for all calls in progress Kbps 133.7 Rate above (ID=2)

Grand Total Calls 8

AVCC Kbps 122.3

Example :
20VOIP Els

1 Gigabit
Ethernet

256 Kbps Voice
Allocationon 1
Mbps PPP link

Figure 6.1.8-15 - Notional System Architecture foExample 3 (Voice Mux and HAIPE

Tunnel




Table 6.1.8-5 shows the AVCC at a point in time kght@ere are 5 MELPe calls and one call
each based on G723.1, G729, and G711 codHus.calculation takes into account two types of
overhead; one for each packet transmitted by tiheevaultiplexer; the other for each voice
sample in the output packet.

The per-packet overhead consists of the IP, tummélvoice mux byte overheads for each output
packet. This overhead is multiplied by the output packés ta determine the overhead in Kbps.
The output packet rate is set at the highest ifat@eocodecs supported by the end instruments on
the LSC side of the target link-he voice sample overhead is the number of bytestiie voice
mux appends to each voice sample included in thgubpacket. The number of bytes per
sample is multiplied by the voice sample rate efitiput packets, to determine the overhead in

Kbps.

The EICC for this example is 133.7 Kbps, as shawhable 6.1.8-5.The AVCC is 122.3 Kbps,
based on a TLCC of 256 Kbp# this case the LSC could admit a new call from ahthe
Codec TypesCompared to Example 2 the voice mux reduces thévindth demand from
263.3 Kbps to 133.7 Kbps, based on the notionalbaimused in the examples.

[Conditional]: The LSC shall support DASAC for links where all@assl voice traffic is
processed by a header compression mechanism @8Re The LSC shall use the Table 6.1.8-1
parameters, with the IP header parameter modifigdftect the smaller, compressed header.
The parameter shall be tailored to the specificlaeaompression algorithm used in the CER
with sufficient safety factor to account for theader compression signaling and for the
occasional occurrence of full headers.

An example calculation for header compression @svshin Table 6.1.8-6. Example 4 is based
on the approach used in ExampleThe IP overhead parameter has been modified taiatco
for a header compression mechanism that, on avaragsmits 95% of packets with a
compressed header of two bytes, and 5% of pack#isaviull IP, UDP, and RTP header of 40
bytes. This gives an average header size of 3.9 byteshwias been rounded up to 5 bytes to
provide a margin of safety.

The AVCC is 50.9 Kbps which would enable the LS@d¢oept any new call request without
preemption, except for a call that requires a Gaddec.




HAIPE TUNNEL

IPV4
TLCC= 256 Kbps

ID Codec Type MELPe G723 G729 G
1 Codec Rate Kbps 2.4 5.3 8

2 Packet Rate Packets per Second 111 333 50.0

3 Number of Voice Sessions in Progress 5 1 1

4 Tunnel Overhead Bytes 52 52 52

5 IP Overhead Bytes 5 5 5

6 Layer 2 Overhead Bytes 7 7 7

7 Safety Factor % 10% 10% 10%

8 Payload Size Bytes 28 20 20

9 Packet Size Bytes 85 77 77

10  Packet Rate Kbps 7.6 20.5 30.8

11 Layer 2 Owerhead Rate Kbps 0.6 1.9 2.8

12 Awerage Data Rate for Payload and Overhead Kbps 8.2 224 33.6

13 EICC (including Safety Factor) per call Kbps 9.0 24.6 37.0

14 Total EICC for all calls in Codec Group Kbps 45.0 24.6 37.0

15  Total EICC for all calls on link Kbps 205.1

Grand Total Calls 8 MELP owerhead
AVCC Kbps 50.9 factor = 1

711
64
0.0

52

10%
160
217

86.8

2.8

89.6
08.6

08.6

037

Table 6.1.8-6 Example 4 — Use of Header Compressi@/ith a HAIPE Tunnel

6.1.3.4.3 DASAC for Video

[Required] The LSC shall support DASAC for video calls thaelAS SIP signalingThe LSC
shall set up a DASAC video budget based on the K&lipsated across the target link. The LS
shall use the parameters shown in Table 1 to caarthetEICC for each new call request to
determine the AVCC. The LSC shall admit the dalhe AVCC is positive.lf the AVCC is
negative the LSC shall accept the call only if ¢hisra lower precedence video call that can be
preempted to provide the required capacity. If tiot, LSC will block the call.

[Conditional]: The DSAC calculation can be modified to take intoaunt the bursty nature of
video traffic to facilitate statistical multiplexynof UC video streams. The method for doing s
is left to the vendor. This method must ensurétti@resulting maximum traffic load does not
create an average packet loss greater than onetgaskhundred.
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